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II1. XapakTepHcTHKA 0606IIEHHBIX TPYAOBLIX (pyHKIHH

3.1. O600mennas TpyAoBasi QyHKIMA

HauMeHoBaHue

BrInonHEHrE KOMILIEKCa Mep 110 00€CIIEYEHHIO
¢yuxuuonupoBanns CCCD (3a UCKIIOYCHAEM

ceTeil CBA3M CIEIHAILHOTO Ha3HAUCHHS) H CPEJICTB KBATHQHKALH
ux 3anmThl oT HJI ¥ KOMIIBIOTEPHBIX aTak

Kon A VposeHb 5

[Tpoucxoxaenue
0000101eHHO! TPy A0BOji

3auMCTBOBAHO M3
OpuruHan X

FA— OpHIHMHANA
Koa PerucrpanmoHHbIi
OpHIHHANIA HOMED
poecCHOHANBHOTO
CTaHjapTa

Bo3moxHEBIE TexHHK 1O 00CITy’)KHBAHHIO TEJICKOMMYHUKAILOHHOIO oGopymoBaHus
HauMCHOBaHUsI CTapIJ.II/Iﬁ TCXHHUK I10 06CJI}’)KI/IBaHI/IIO TEJICKOMMYHHKaIlHOHHOT' O
IOJDKHOCTEH, obopyoBaHus
npodeccui

TpebGoBaHus K
00pa30BaHHIO U
00yUYeHHIO

CpenHee npo@eccnonam,ﬂoe o6pa303aHne — [IporpaMMsl IIOATOTOBKH
CIICIIAAJINCTOB CPCIHETO 3B€HA

TpeGoBaHuUs K ONBITY
NpaKkTUIecKod paboThI

Oco6rie yCIIoBHUS

JOTycKa K paboTe
Ipyrue PekoMeHyeTCs JAONONHUTENBHOE PodecCHOHATBHOE 00pasoBaHue —
XapaKTEPHCTHKH IIPOrpaMMBI OBBITIEHHs KBaTMdHKAIMH B 06:1aCTH HHOPMAIMOHHOH

0e30I1aCHOCTH

HOHOJIHI/ITCJ'IBHBIG XapaKTCpUCTUKH

HaumenoBanue Kon HaumeHoBaHue 6a30B0i IPyNIEL, TOJDKHOCTH (TTpodeccun)
JOKYMEHTa WM CHEIMATBHOCTH

OK3 3522 CIeHaTUCTEI-TEXHUKH 110 TEJIEKOMMYHHKAIHOHHOMY
000py1OBaHHIO

EKC? - TexHHK 10 3aIuTe HHPOPMAIHK

OKIITP* 27032 TexHuK 1o 3aiute HHGOpMalHH

OKCO’® 2.10.02.02 MudopmannonHas 6e30MacHOCTD TeIeKOMMYHHKAIIMOHHbIX
CHCTEM

3.1.1. TpyaoBas pyHKUHS

HanMeHnoBaHnue

ot HJI

VcraHoBKa IIpOrpaMMHBIX, IPOTPaMMHO-
AIIapaTHEIX (B TOM 4HCIe KpUITOrpaduieckux)
¥ TeXHUUYECKHX cpeAcTB u cucteM 3amuTel CCCO DA ——

VpoBeHb
Kox | A/01.5 | (momypoBeb) 5




TpoucxoxAeHHE TPYAOBOH
dyHKUMH

3auMCTBOBaHO H3

Opurunan X
OpHrHHala
Kon PerucrpannoHHbIi
OpUTHHAJIa HOMep
npodeccHoHATEHOTO
cTaHjgaprta

TpynoBsie AEHCTBHUS

Monrax obopynoanus CCCO

IlepBuunas HacTpoiika u npoBepka ¢pynknuonnposanus CCCHO

MoHTa) MpOrpaMMHO-aIMaparHeX (B TOM 4YHCIe KpHNTOrpapuyeckux) u
TexHM4ecKux cpeacTs u cucteM 3amutel CCCO ot HN

VcTaHOBKa MPOrpaMMHBIX M IPOrpaMMHO-AaNIapaTHBIX (B TOM YHCIe
kpunrorpadudeckux) cpezcts u cucteM 3ammTel CCCO ot HJ|

IleppuuHas HAcTpoOiika M IPOBepKa (YHKIMOHMPOBAHHA MpPOrPaMMHBIX,
IPOTpaMMHO-ANMNaparHblX (B TOM — 9HCIEe  KPUITOrpaQUYecKux) H
TeXHUYeCKHX cpeacTs u cucteM 3amutsl CCCO ot HJI

Heo6xoauMele yMeHHS

IMposoaute mpoBepky kommnekrHocTH CCCO, CpencTB M CHCTEM 3alUTHI
CCCD ot HJ]

[IpoBoaMTH MOHT@X (AT HPOrPaMMHBIX cpelcTB — ycranoBky) CCCO,
cpexncts 1 cucteM 3amuTel CCCO ot HJT

TIpoBOAUTE EPBUYHYIO HACTPOMKY U MpoBepKy dynknnonuposanus CCCI,
cpencts u cucteM 3amuthl CCCO ot HJI

HeobOxoaumMele 3HaHAS

Homenknarypa, pyHKIMOHATEHOE Ha3HAYEHHE M OCHOBHBIE XapaKTePHCTHKU
CCCD

HomeHnkiatypa, ¢ yHKIHOHATPHOE Ha3HAYEHHE M OCHOBHBIC XapaKTePUCTUKH
cpeacts u cucteM 3amutel CCCO ot HI

HopmaTuBHBIE TpeGOBaHUS K COCTaBY U COJACPKAHHMIO JKCILTyaTallHOHHOH
nokymentauuu CCCD, a takxe cpencts u cucreM 3amutel CCCO ot H/L

HopmaTHBHBEIE NpaBOBBIE aKTBl B 00NacTH CBA3H, MH(pOpMAarTH3alUu H
3aIMTH HHQOpMALUH

Hpyrue

XapaKTCPUCTUKH

3.1.2. TpyaoBas pyHKuHs

Ob6ecnedenne Gecnepeboittoit paborer CCCO, a
TakoKe IPOrPaMMHBIX, IPOTPAMMHO-AMAapaTHEIX (B v
POBEHB
TOM YHCIIE KpHITOTpaduuecKuX) U TEXHUYCCKHUX
HaumeHoBaHHE P pag ) Kon | A/02.5 | (momypoBeHs) 5
CpeacTB U cucTeM HX 3amutel o1 HJI, cpencts ams KB HKALHH
IIOKCKa MPH3HAKOB KOMIIBIOTEPHBIX aTak B CeTAX
9JIEKTPOCBSI3H
IIpoucxoxaeHue OBOM 3anuMCTBOBAHO M3
po A TPYA Opurunan X
(hyHKIUH OpHTHHAJIA
Kon PerucTpaunoHHeIi
opUrHMHaNa HOMEp
nipodecCHOHATEHOTO
cTaHzapTa
TpynoBsle aAeHcTBUSA Texyumii, B TOM qyucie aBTOMAaTH3MPOBaHHBINA, KOHTPOJIb
¢ynxuuonupoBaaus CCCD ¢ ycTaHOBJICHHBIMH NOKA3aTE/IAMU
Texymuit, B TOM YHUCIIe aBTOMATH3UPOBAaHHBIH, KOHTPOJIb

(bYHKI.II/IOHI/IPOBaHPISI C YCTAHOBJICHHBIMH TIOKa3aTCIIEIMA IporpaMMHLIX,




NpOrpaMMHO-aNIapaTHeIX (B TOM 4YHCIE  KPHOTOrpadMYecKHMX) M
TeXHAYeCKHX cpencts U cucteM 3amuthl CCCO ot HI, cpencts nis noucka
IPU3HAKOB KOMIIBIOTEPHBIX aTakK B CETAX JNIEKTPOCBA3H

Buecenue m3menenmii B Hactpoiiku CCCD, mporpaMMHBIX, IPOTpaMMHO-
anmnapaTHeIX (B TOM YHCIIe KpUNTOrpadHyecKux), TEXHUYECKHX CPEICTB H
cucreM 3amutel CCCO or HJ, cpencts mif noucka IpH3HAKOB
KOMIIBIOTEPHBIX aTaK B CETAX AJIEKTPOCBA3H 0e3 NpephIBaHMs MpoLecca HX
(yHKIIMOHUPOBaHHS

BoccraHoBiieHHe mporecca (yHKIMOHHPOBaHUS Iocie cOOEB M OTKa30B
CCCD, nporpaMMHBIX, TNPOTpaMMHO-aNNapaTHBIX (B TOM  YHCIE
KpHITOrpagu4yecKux), TeXHHUECKHX cpeactB u cucteM 3amutel CCCH or
HJI, cpeacte 1A MOWCKAa INPU3HAKOB KOMIBIOTEPHBIX arak B CETAX

3JIEKTPOCBS3H
BoccTaHoBlIeHHE 3HaueHmi mnokasareneit ¢yskuuonmpoBanus CCCO,
MIPOTPaMMHBIX, NIPOrpaMMHO-aNapaTHBIX (B TOM 4ucle

KkpunTorpapuyecknx), TeXHHUSCKHX cpeicTB M cucTeM samutel CCCO ot
HJI, cpeacts is HOMCKAa IPH3HAKOB KOMIBIOTEPHBEIX aTak B CeTAX
DIIEKTPOCBSI3U

HeobxonumMeie yMeHHUsI

IIpoBomuTh  TeKyummii  KOHTpOIb  IIOKaszaTeled M IIpolecca
¢yukuonupoBanus CCCO, a TakKe INPOTpaMMHBIX, IIPOrPaMMHO-
annapaTHeIX (B TOM YHCIE KPHITOrpapUYEcKnX) B TEXHAYECKHX CPE/ICTB U
cucteM 3ammtel CCCD or HJI, cpeactB ans IOHCKa IPH3HAKOB
KOMIBIOTEPHBIX ~arak B  CETAX  ONEKTPOCBA3M, IIPEXYCMOTPCHHBIH
PErJIaMEHTOM HX 9KCIUTyaTalluH

BHINONHATE IIPelyCMOTPEHHbIC B TEXHUYECKOH JTOKYMEHTAllMH paGoTHI MO
m3Menennto Hactpoek CCCD, a Takke IpOTrpaMMHBIX, IPOrpaMMHO-
annapatHeIX (B TOM HYHMCIE KPHOTOrpagUueCcKHX) H TEXHAYECKHX CPEACTB U
cuctem sammtel CCCD ot HJI, cpeacts najid MOHCKA MPU3HAKOB
KOMITBPIOTEPHBIX aTaK B CETAX JIIEKTPOCBIA3H

[TpoBOMUTH MPEXYCMOTPEHHBIE PETIAMEHTOM PabOThI MO BOCCTAHOBICHHIO
npouecca M mapamerpoB ¢ysknHoHupoBanus CCCO, a  Takke
IPOrpaMMHBIX, IpOrpaMMHO-aIapaTHBIX (B TOM 4uCIe
KPUNTOrpadHYECcKHX) U TEXHHYECKHX CpeACTB M cucTeM samuthl CCCO ot
HJI, cpexcte is NHOMCKAa IPH3HAKOB KOMIBIOTEPHBIX aTak B CETAX
DJIEKTPOCBSI3U

Heo0xoauMele 3HaHUS

Tumbl, OCHOBHBIE XapaKTEPUCTHKH CPEACTB H3MEPEHHH W KOHTPOJLA
npouecca u napamerpos ¢ynknuonupopanus CCC3I, a Taxke CpeAcTB U
cucreM 3ammutel CCCO ot HJ, cpeacts s IIOHCKa IIPU3HAKOB
KOMIIBIOTEPHBIX aTaK B CETAX JIICKTPOCBI3U

T[TocnenoBaTeNnbHOCT AciicTBuil B mensx m3MeHeHus Hactpoek CCCO, a
takoke cpeacts u cucteM 3amutel CCCO or HI, cpenctB uii HMOHCKa
IIPU3HAKOB KOMIBIOTEPHBIX aTak B CETAX DJIEKTPOCBI3H Oe3 mpepbiBaHMs
nporecca uX ¢ yHKIMOHUPOBAHHS

[TocnenoBaTenbHOCTh ACHCTBHM B LEJIX BOCCTAHOBIEHHA Iporecca U
napameTpoB ¢yuknuoruposanus CCCO, a Takxe CpeACTB H CHCTEM 3alllUThI
CCCD ot HJI, cpenctB anst HOMCKa MIPU3HAKOB KOMIBIOTEPHBIX aTak B CETAX
DJIEKTPOCBSI3U

OpI‘aHI/ISaI.II/IOHHbIe MCPBI 110 3allIUTE HH(bOpMaI.II/II/I

HopMaTHBHEIE MpaBOBBIE aKTHl B OONACTH CBA3H, MH(pOpMATH3alUH H
3amUTHl  MHpoOpMamud, oOecredeHHs — O€30IMaCHOCTH  KPHTHYECKOH
nH(OPMAHOHHOH HHPPACTPYKTYPhI




Hpyrue

XapaKTEpPUCTHKU

3.1.3. TpynoBas pyHKIHS

HaumenoBanue

IpoucxoxaeHue Tpya0BoOi
byHKIMA

Texunueckoe obcnyxuanne CCCI, a Takxke
IPOTrPaMMHBIX, IPOrPaMMHO-AMNAaPaTHEIX (B TOM
9HCIIe KPUNITOrpa@UUecKuX) U TEXHHYECKHUX Yposetb
Kox | A/03.5 | (momypoBeHs) 5
CpeacTB U cucTeM uX 3amuThl ot HJ, cpeacts mis NN —
[IOKMCKA MPH3HAKOB KOMIIBPIOTEPHBIX aTakK B CETAX
9JIEKTPOCBSI3H
Opurmsan X 3anmMcTBOBaHO M3
OpHIMHANA
Kon PerucTpailoHHBIH
OpuTHHANA HOMep
1po¢ecCHOHATTLHOTO
CTaHaapTa

TpynoBsle neiicTBUS

I[I/IaI'HOCTI/IKa CCCD mTaTHBIMH CpeACTBaMH B LCILIX NPUHATHSA PEIICHUS O
HalpaBJICHUH B PEMOHT U3TOTOBUTCIICM HJIH CBOMMH CHJIaMH

JIMarsocTHKa MpOrpaMMHO-aIIapaTHBIX (B TOM YHCIIE KpUITOrpaduIecKuXx)
1 TexHudeckmx cpenctB u cucteM 3amurtel CCCO or HJ, cpencts mns
[IOMCKA NPHU3HAKOB KOMITBIOTEPHBIX aTakK B CETAX 3JICKTPOCBA3M IITaTHBIMU
CpeACTBAMM B ILEJISAX IPHUHATHA DEINEHHA O HAMpaBlICHHH B PEMOHT
M3TOTOBHUTEJIEM WJIA CBOUMH CHJIAMH

BrInosnHeHre Ipe yCMOTPEHHBIX PETIaMEHTOM ONEPAlii 10 TEXHHIECKOMY
ob6cnyxuBanuio cpeacte u cucreM 3amutel CCCO or HJ, cpexct s
HOMCKA IPH3HAKOB KOMITBIOTEPHBIX aTaK B CETAX JICKTPOCBIA3H

OO6HOBIIEHHE B COOTBETCTBHMH C PETVIAMEHTOM JKCIUTyaTalldH IIPOrpaMMHBIX
xommonenToB CCCD, mporpaMMHBIX, MPOrpPaMMHO-aNNapaTHLIX (B TOM
upcne Kpantorpadudeckux) cpencts u cucreM samutel CCCO or HJ,
CPEJICTB [JIS IIONCKA IPH3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX MEKTPOCBA3H

Verpanenue HercnpasHocteit CCCD, a Takke OpOrpaMMHO-ANNapaTHLIX (B
TOM 4YHCJIE KPUNITOrpahMIeCKHX) H TEXHHIECKHUX CPEJICTB U CHCTEM 3aLMThI
CCCD ot HJI, cpencTB Ui NOMCKA IPU3HAKOB KOMIBIOTEPHBIX aTak B CETAX
NIEKTPOCBA3H CBOMMH CHJIAMH, €CIIH 3TO JONYCKaeTCs TEeXHHYECKOH
JOKyMeHTanuei

HamnpapjieHre B peMOHT U IIPUEM H3 PEMOHTA CTOPOHHUMH OpraHH3alUAMU
CCCH, a TaKke MpPOrpaMMHO-alapaTHRIX (B  TOM  HHCIC
KpHNTOrpadHYecKix) U TEXHAYCCKAX cpeAcTB B cucTeM sammtbl CCCO ot
HJI, cpemcts mis MOMCKAa MPH3HAKOB KOMIBIOTEPHBIX aTak B CETAX
9JIEKTPOCBSI3H

Benenue skciutyaranuonHoit nokymentauuu CCCO, a Taxke mporpaMMHBIX,
POTPaMMHO-aNMapaTHeX (B TOM 4HCIe  KpumTorpapuyeckux) M
TexXHAYecKHX cpecTs u cucteM 3amuthi CCCO ot HJI, cpeAicTB a1 oUcKa
HPH3HAKOB KOMIBIOTEPHBIX aTaK B CETAX JICKTPOCBSA3H

Heo6xomuMble yMEHHS

O6uapyxusarh HeucnpasHocTd CCCD, a Takke CPeACTB M IIOACHCTEM
sammutel CCCD ot HJI, cpencTs [yl NOUCKA MPU3HAKOB KOMITBIOTEPHBIX aTaK
B CETSIX 3JIEKTPOCBS3H COTIACHO TEXHMYECKOM JOKyMEHTAIMH

B3auMo/eiicTBOBATh C OPraHM3alUAMH, OCYIIECTBIIONMMH TapaHTHHHBIA 1
nocnerapantuitibiii peMoHT CCCD, a TaKKe CpencTB M IOJCHCTEM 3aIUTEHI
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CCCD ot HJI, cpencts A HoucKa NpU3HAKOB KOMIIBIOTEPHEIX aTaK B CETAX
3IICKTPOCBS3H

IIpoBoauTs PaboOTBHI O TEXHHYECKOMY OOCIY)XMBAHHIO, B TOM HHCIE IO
0OHOBJIEHHIO Bepcuii mporpaMmHoro obecniedenus, CCCO, a Taxke CpecTs
u cucreM 3amutel CCCD ot HJ, cpeacrtB aind MOHCKa HNPH3HAKOB
KOMIILIOTEPHBIX aTakK B CETAX 3JIEKTPOCBSI3H

Verpanars HencnpaBHocT CCCD, a TakkKe CPEACTB U MOJCHCTEM 3alllUThI
CCCD ot HJI, cpencTs Ui MOKCKA IPU3HAKOB KOMIIBIOTEPHBIX aTakK B CETAX
3JIEKTPOCBS3H, ECITH 3TO MPeTyCMOTPEHO TEXHUYECKOM JIOKyMEHTAllNCH

HeobxoauMele 3HaHUS

OpraHu3anys B COICP)KaHHEe JUATHOCTHKH H TEXHMYECKOTO OOCIyKHBAHHUS
CCCD, a taxxe cpeacts u cucteM 3amuret CCCO ot HJI, cpencrs mis
[IOMCKA IPU3HAKOB KOMITFIOTEPHBIX aTaK B CETAX 3JIEKTPOCBA3U

[IpaBuna BemeHus SKcIUTyataruoHHo gokymentauuu CCCO, a TaKoke
POrpaMMHBIX, IpOrpaMMHO-aNNapaTHBIX (B TOM ymcie
KpUNTOrpadMUECKUX) U TEXHHMYECKHX cpescTB M cucteM samutel CCCO ot
HJI, cpeacts Ui IOMCKAa IPH3HAKOB KOMIIBIOTEPHBIX aTak B CETAX
JIEKTPOCBSI3H

Metoauku u npuemsl pemoHTa CCCO, a Takke CpeICTB U CHCTEM 3alUThI
CCCD ot H]I, cpeacTB s HoMCKa IPU3HAKOB KOMIIBIOTEPHBIX aTak B CETAX
3JIEKTPOCBA3H

Hpyrue

XapaKTEPUCTHKH

3.2. O6o0menHan TpyaoBas pyHKIHNA

O6ecneduenne 3amuThl 0T HJI 1 KOMIBIOTEPHBIX
atak coopyxenuit 1 CCCD (3a HCKIIIOUEHHEM CeTeit YpoBeHb
HanMmeHoBaHue Kot B 6
CBSI3H CIIELMAIBLHOTO Ha3HAYEHH) B IIPOLIECCE UX KBIH(UKALMH
3KCIUTyaTalyuu
IIpoucxoxaenue
00001meHHOH Tpy10BOH Opurunan X 3aUMCTBOBAHO 13
OpHTHHAJIA
¢GyHKUTH
Kon PerucrpanmoHHbIi
OpWrHHaNa HOMED
npogeccHOHATILHOTO
craHzapra
BosmoxHbIe Hrxenep 1o 3aimure HHPOpMaLMi OT HECAHKITHOHUPOBAHHOTO IOCTYIA
HauMEHOBAHHI
JIOJDKHOCTEH,
upodeccuit

TpeboBanus K
00pa30BaHMIO U
00y4YEeHHIO

Bricuree o6pazoBaHne — GakanaBpuaT B 06J1acTi HHPOPMAIHOHHON
6e30macHOCTH

TpeboBaHus K ONBITY
HpaKTHYECKOi paboThI

Oco0ble ycloBHs
JIOITyCKa K paboTe

Hanuaue f0MycKa K rocyIapcTBenHo# Taiine’ (IIpi HeoGX0AMMOCTH)

Hpyrue

XapakKTEPUCTHKH

PexoMeHyeTcs IOMOIHATENBHOE TPOdECCHOHAILHOE obpazoBaHue —
IPOrpaMMEI TIOBBIICHAS KBaMpHUKAIMK B 001aCTH uHGOPMALMOHHOMH
0e30macHOCTH




I[OHOJIHI/ITCJII)HBIG XapaKTECPUCTUKH

HaumeHoBaHNIe
JOKYMEHTA

Kox HaumenoBanue 6a30Boi rpyninel, 10/DKHOCTH
(mpoteccuy) WK CIEUHATIBHOCTH

OK3

2512 Pa3paGoTYMKH IPOrPaMMHOI0 oOecreyeHus

EKC

- WHxeHep 110 3amuTe HHPOpMaLUK

- HauanpHuK oTAena (1aboparopus, CEKTOpa) II0 3alluTe
HHpOpMaIH

OKIIJITP

22567 WHxeHep 110 3amuTe HHPOpMaLUuK

22870 HmxeHep 371EKTPOCBI3U

OKCO

2.10.03.01 WndopmanuonHas 6€300acHOCTD

3.2.1. Tpynosas pynknus

MownuTopusr ¢yuxmroruposanus CCCI, VpoBeHb
Hanmenosanpe | 3anmmeHHoctd oT HJ[ 1 KOMIIBIOTCPHBIX aTak Kox | B/01.6 | (momypoBeHs) 6
coopysxernii 1 CCCO KBATMQHKAIHH
TIpouCXOXKAEHHE TPYAOBOH Oparmman X 3anMMCTBOBAHO M3
QYHKIHA OpHTHHAIA
Kon PeructpauoHHbIH
opuruHana HOMeEp
HpO(l)eCCI/IOHaJILHOFO
cTaHgapTa

TpynoBsle AeACTBHA

TIpucBoeHHe OOBEKTY KPHTHYECKOH HMH(OpMALHOHHOH HHPPACTPYKTYPBI
OJIHOM U3 KaTeropuil 3HaYUMOCTH

PaspaGoTka cBeJieHuil O Pe3y/bTaTax NPHCBOCHUS OOBEKTY KPHTHYECKOM
uHGOPMAIHOHHOM HHPPACTPYKTYPbl ONHOM U3 KAaTEropuii 3HAYAMOCTH

JloBeicHAe CBEJIEHUI O PE3yNbTaTax MPUCBOCHHS OOBEKTY KPUTHYECKOH
rH(pOPMAIHOHHOH HHGPACTPYKTYPE! OIHOH M3 KAaTeropui 3HATUMOCTH /0
denepanbHOr0 OpraHa HMCIOIHUTCIBHOM BJIACTH, YIOMHOMOHYEHHOTO B
o6nacTi  oGecedeHns Ge30MacHOCTH KPUTHYECKOH HH(OPMAUHOHHOH
urdpactpykrypsl Poccmiickoit denepanuu

Azamus pynkimonanbHocTH CCCO, 3alMIIEHHOCTH OT HJI coopyxeHnuii u
CCCDO

KOHTpOIb LETOCTHOCTH COOPY)XCHHH M CCCQO, a Takxe MNpOrpaMMHBIX,
IPOrpaMMHO-aNMapaTHBX (B TOM  4HCIE kpuntorpapyeckux) H
Texumueckux cpeacts u cucteM 3anmtel CCCO ot Hl 1 KOMIBLIOTCPHBIX
aTak

CocraBlieHre OTHETOB II0 PE3YNBTaTaM IPOBEPOK, B TOM YHCJI€ BBIIBICHHC
MHIIEHTOB, KOTOpPHE MOTYT NPHBECTH K COOSM HIM HapyIICHHIO
yHKIMOHMpOBAHHA  WJIM  BOSHHKHOBEHMIO  YIpo3 0e30MacHOCTH
uadopmanym, upkympyomei 8 CCCO

Heob6xoauMpie yMEHHUA

Mcnonbs30BaTh yCTaHOBICHHbIE (elepalbHBIM OPraHoM HCIIOJTHUTENBHOM
BJACTH, YIONHOMOYEHHBIM B oOnactén obecneyeHus 0€30MacHOCTH
KPUTHYECKOH HHOOPMALHOHHOH nHbpacTpykTyphl Poccuiickoit QPenepanuy
dopMBI  TOKYMEHTOB, ~COIPOBOXIAIOIINX KU3HECHHBIM IMMKI O0OBEKTa
KpHTHYECKOH NHpOPMAMOHHON HHPPACTPYKTYPBI

Hcmonp3oBare  CpeAcTBa  MOHUTOPHHIA paboTOCIIOCOOHOCTH ~ H
3 peKTHBHOCTH PUMEHSEMBIX IPOrPAMMHBIX, IIPOr PAMMHO-AMIapaTHAIX (B
TOM YHCIIE KpUITOrpadHYECKUX) U TEXHHUECKUX CPE/ICTB 3alllUThI CCCD ot
HJI 1 KOMIIBIOTEPHBIX aTak
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ITpoBoauTs KoHTpONs dyHKIMOHEpoBaHHI CCCO, nx 3ammmensoctd ot HJT
¥ KOMITBIOTEPHBIX aTaKk

Onpegensats Texuuwdeckue xapakrepucTHkd CCCO, HX 3alIMIIEHHOCTH OT
HJI ¥ KOMIIBIOTEPHBIX aTaKk

OlLieHMBaTh TOMEXOYCTOMYMBOCTE M 3((EKTUBHOCTh CETEH BIIEKTPOCBI3H
1pu nepepade Tpaduka, ONTUMH3HPOBATE HX IIapaMeETPh

OcymectBiars npoBepkd CCCD, mporpaMMHBIX, IPOrPaMMHO-aNMapaTHhIX
(B ToM uHClie KpUOTOrpadUUecKHX) M TEXHHYECKHX CPEACTB U CHCTEM
samuTel CCCO ot HJ] M KXOMIBIOTEPHBIX aTak Ha COOTBETCTBHE 3aJaHHBIM
TpeOOBaHUAM

IIpoBoauTh NOKyMEHTaHOHHOE obOecmedenue ¢ynkunonuposanus CCCO,
HX 3amumeHHocTH oT HJ[ ¥ KOMIBIOTEPHEIX aTak

Heo0OxoauMele 3HaHUS

Metoast kouTpos ¢yHkumonuposarus CCCO, ux samumennoctd oT HIL u
KOMITBIOTEPHBIX aTaK

HpI/IHI.II/IHH IIOCTpOECHUA COBPEMCHHBIX ceteit 3JICKTPOCBA3H,
MaTeMaTHUYECKHUE MOJCIIN KaHAJIOB CBA3H, BHbl MOAYJLIIIUA CUTHATIOB

DyHKIHOHATPHOE HA3HAYCHHE H OCHOBHBIE XapaKTEPUCTHKH CPEACTB
koHTpons (¢ynkunonupoBanus CCCO, wux sammmensoctd or HJ[ wu
KOMITBIOTEPHBIX aTak

Metonuku korTpois dpyuxunonuposanus CCCO, ux 3ammmennoctd ot HJI
1 KOMITBIOTEPHBIX aTak

Bo3MO>XHbBIE HCTOYHUKH M TEXHHYCCKUE KaHAJIbl yTCUYKH I/IH(i)OpMaIII/II/I

HOpMaTI/IBHHe IIpaBOBBIC aKTEHI B 00J1acTH CBS3H U 3aIUTHI PIH(bOpMaI_II/II/I

3akoHogaTenscTBO Poccmiickoit ®Pepepauuu B 00nacTH  oOecIedeHus
6€30MacHOCTH KPHTHIECKON HHPOPMAMOHHOH HH(PACTPYKTYpPBI

HopmaruBHble mnpaBoBble akThl I[Ipesuaenta Poccumiickod ®enepauny,
IIpaButensctBa  Poccuiickoit  @emepauuu,  demepanbHOro  oprana
ACIIOJIHATENBHOM BJIACTH, YMOMHOMOYEHHOIO B 00JacTH oOecHeveHus
6e30MacHOCTH ~ KPUTMYECKOH  MHGOPMAlMOHHOH  MH(pPacTpyKTyphl
Poccuiickoit ®ezmepanuu 1m0 BompocaM obecriedeHus: HHOOPMAIHOHHOM
6e3onacaoct CCCO

Apyrue
XapaKTEPUCTHKH

3.2.2. Tpynosas ¢pyHKUUs

IpouncxoxaeHue TpyA0BOH
¢byHKIUH

Vnpasnenue ¢pyaxuponuposannem CCCH, Vposens

HavmenoBanne | 3aridIIeHHOCTHIO OT HJI 1 KoMIbIOTEepHBIX atak | Kox | B/02.6 | (momyposeHb) 6

coopysxeruit 1 CCCO KBAIH(HKALHH

Opuruman X 3auMCTBOBAHO M3
OpHMIMHAJIa
Kon PerucrpaumoHHbINH
opurvHana HOMED

npodeccHOHATEHOTO

cTaHaapTa

Tpynosble nefAcTBUA

OmnpeneneHde HeoOXOOUMOIO COCTaBa, OCOOCHHOCTEH pa3sMEIICHHA H
¢ynkunonansupx  Bo3MoxHocTeh CCCD, a Takke MNPOTPaMMHBIX,
IPOrpaMMHO-aMNIapaTHBIX (B TOM 4YHCHe KpunTorpapuueckux) H
texardeckux cpeacts u cucteM 3amutel CCCO ot HJI ¥ KoMIBbIOTEpHBIX
aTak
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[IpoBeneHHe MOHTaXa M HAaCTPOUKH CCCD, a Takke INPOrpaMMHBIX,
TIIPOrpaMMHO-AINapaTHEIX (B TOM  9YHCIC kpunrorpahuIecKux) H
Texumdeckux cpeacts H cucreM sammuthl CCCI ot HI # KOMIBIOTEPHBIX
aTak

KOHTpOJIb COOTBETCTBHS IAPAMETPOB MOJCUCTEM 3alHTEL CCCO or HA u
KOMIIBIOTGPHBIX ~ aTak yCTAHOBIICHHBIM  TPeOOBaHHIAM, obecrieucHue
cBoeBpeMeHHON KoppekrrpoBka Hactpoek CCCO, cpeicTB M CHCTEM HX
samutel oT HJI ¥ KOMOBIOTEpHBIX aTak B LEJISIX pearupoBaHus Ha
BBIsSIBJIEHHBIE HAPYLIEHUS

VCTaHOBKA M HAaCTPOMKa IPOrPAMMHOr0 obecredenus, HeoOXOAUMOro 1
ympasierHust CCCO u cpeficTBaMH UX 3aIIUTHL OT HJI 1 KoMIIBIOTEPHBIX aTaK

Pa3spaGoTka M OpraHM3alls BHIIONHEHAS MCPOIPHATHA B COOTBETCTBHM C
HOJOKEHUSIMH TOJMTHKY HMH(OPMALMOHHON O€30MacHOCTH B CETH
3JIEKTPOCBS3H

IIpoBe/icHHE OTAEMbHBIX MEPOTIPHATHI B PaMKax aTTCCTallMy Ha MpeaMeT
COOTBETCTBUS TPeGOBaHUAM IO 3AIIUTE COOPYXEHHH M CCCO or HA u
KOMIIBIOTEPHBIX aTaK

Heob6xonuMbie yMEHHA

OCyHNIeCTBIIATH OPTaHA3AIMIO U IPOBEACHHE MOHTaXa H nactpoitku CCCO,
a Taxke cpeacts u cucteM 3amuTel CCCO ot H/I ¥ KOMIBIOTEPHBIX aTaK

OcyIecTBIATh opranu3anuio 6ecnepeboiinoro ¢yrxumonuposanus CCCO,
a Taioke cpencts u cucteM 3aumTel CCCO ot HJI 1 KOMIBIOTEPHBIX aTaK

Hcrop30BaTh BCTPOEHHBIE MEXaHH3MBI 3aIUTHI OT HJI 1 KOMIOBIOTEPHBIX
arak B coctase CCCD

VcraHapIMBaTh M HAcTpauWBaTh IapaMETPhl  CCTEBHIX  IIPOTOKOJIOB,
peann30BaHHbIX B TEIEKOMMYHHKAMOHHOM 000pyI0BaHUH

Paspa0aTeBaTh NPEIIOXKEHHS 10 COBEPIICHCTBOBAHMIO M TIOBBILICHHUIO
5Q(GEKTHBHOCTH [PHHUMAEMBIX TEXHHUECKMX MCp H  IPOBOJHMBIX
OpraHM3ALMOHHBIX MEPOIPHSATHH IO 3aIIHTe CCC3 ot H/I 1 KoMIIbIOTEPHBIX
aTax

OpraHu30BBIBaTh PabOTHI MO BBHITOJTHEHUIO TpeOOBaHUH peXUMa 3allUTHI
pH(bOPMAlK OTPaHHYEHHOTO JIOCTYIIA B CETH JIEKTPOCBASH

PaspabaTeiBaTh ~ METOJMYECKME  MaTepuaibl M OpraHu3antoHHO-
PACIIOPSTUTENBHBIE JIOKYMEHTBI [0 00CCHEUEHHUIO 3aIIUTHI COOpYXeHHH U
CCCD ot HJ/I 1 KOMIILIOTEpHBIX aTaK

HeoOxoauMble 3HaHUSI

Bosmoxxusle yrpo3bl HJ k coopyxeHIAM 1 CCCD u XKOMITBIOTEPHBIX aTaK Ha
HIX

CeTeBble POTOKOJIBL U MX MApaMeTphl HACTPOHKH

CpezctBa i ciocoOb1 00eCIeYeHUS 3alATh OT HJI x coopyxerusm u CCCIO
¥ KOMITBIOTEPHBIX aTaK Ha HHX, OPHHUMIIEI HOCTPOCHUS CPENCTB U CHCTEM
sauquTs! coopyxernit 1 CCCO ot HJI ¥ KOMIBIOTEPHBIX aTak

Oco6eHHOCTH TPUMEHEHHUS IPOTPAMMHBIX, TPOrPAMMHO-ANIIAPATHBIX (B TOM
ypcite KpANTOrpadUIecKyx) U TEXHHYECKMX CPEICTB M CHCTEM 3allATHI
CCC9 ot HJ/I 1 xOMIIBIOTCPHBIX aTaK

MeToabl KOMILICKCHOI'O o0ecIieucHKS 3alIHThI cereit JJICKTPOCBA3H

Tloxazarend >(bGEKTHBHOCTH IPUMEHAEMBIX MPOrPaMMHBIX, NPOrPaMMHO-
ammnapaTHBIX (B TOM YHCIIE kpunrorpadUIEcKuX) U TEXHUYECKHX CPE/ICTB U
cucreMm 3amutel CCCO ot HJI ¥ KOMIBIOTEPHBIX aTak

HOpMaTI/IBHBIe IpaBOBBIC AKThl B obOmacTH  3allUTHI PIH(bOpMaI.II/II/I
OrpaHUYCHHOI'O JOCTYyIIa

HaruoHansHble, MEXIOCYHapCTBEHHbIE M MEXIYHApOAHBIC CTaHAApTHL B
00J1aCTH 3allUTH HHPOPMaIMK
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PykoBomsammme ©  MeTOAWYECKHE  JOKYMEHTHI  YHOJHOMOYEHHBIX
(enepabHBIX OPraHOB HCHOJHUTEIBHOM BIACTH 10 3alluTe HHGOPMALHUH U
obecre4eHHIo Oe3omacHoOCTH KpUTHYECKOH HH(OPMAIMOHHO

HHOPACTPYKTYPHI

Hpyrue

XapaKTCPUCTUKH

3.2.3. TpynoBas ¢pyHKuMA

VipaBieHue nepcoHaIoM, 00CTyKHBaIOIM
coopyxenuns u CCCD, a Taxxe IporpaMMHEIE,

MPOTpaMMHO-aIIapaTHEIE (B TOM YHCIIE VposeHs
Haumenoeanue | KpunTorpadudeckue) u TexHudeckue cpeacrsa | Kom | B/03.6 | (momyposens) 6
U cucTeMbl uXx 3ammTte! ot HJI, cpencrpa s KBATM(pHUKaLMH
[TOMCKA IMPH3HAKOB KOMITLIOTEPHBIX aTakK B CETAX
3JIEKTPOCBSI3H
ggzzzzzmneﬂne TPYAOBOM Opurmman X (3);1:;/{::;(;:&1}10 7]
Kon PeructpallioHHbIH
OpUTHHAJIa HOMEp
npogeccHOHAIBHOTO
cTa”HzaapTa

TpynoBeie neicTBUA

QopmupoBaHHe IeNeil, MPUOPHTETOB, OOA3aHHOCTEH U IIOJHOMOYHMA
nepcoHana, oocmyxusaromero coopyxxenus 1 CCCO, cpencrsa U CHCTEMBI
ux 3aumtel or HJI, cpeactBa s moucka Npru3HakoB KOMIBIOTEPHBIX aTak B
CETAX DIEKTPOCBI3N

Pacnpenenenne o0s13aHHOCTEH %} HOJTHOMOYHH nepcoHalna,
obcnyxuBatoriero coopyxenus 1 CCCO, cpeacTBa U CUCTEMBI MX 3allUTHI
or HJI, cpeacrBa i MOMCKa NMPH3HAKOB KOMIBIOTEPHBIX aTaKk B CETAX
ANIEKTPOCBS3H

IlpoBepka ypoBHA KBaIM(pUKauuM IepcOHANa,  OOCIYXMBAIOLIETO
coopyxenust 1 CCC3, cpeactsa ux 3amursl oT HJI, cpencrsa ana noucka
IPH3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX JJIEKTPOCBA3H, B TOM YHCIE IPH
mpueMe Ha paboTy

KOHTpO/b  BHIMOJHEHHS NEPCOHATOM TpeOOBaHMM MHCTPYKIMA U
persamenToB 1o skcmtyaranuu CCCD, cpeacts u cucteM 3amuthl CCCH ot
HJI, cpeacTB muis TOMCKAa IPH3HAKOB KOMIIBIOTEPHBIX aTak B CETAX
ANEKTPOCBA3U

Pa3paboTka NpeasIoKeHui Mo MpodeccHOHANbHOMY Pa3sBUTHIO MEPCOHANA,
obcnyxuBatortero coopyxenus 1 CCCO, cpencTsa H CUCTEMBI HX 3alllUTHI
or HJI, cpeactBa i mMoOMCKa MPH3HAKOB KOMIIBIOTEPHBIX aTaKk B CETAX
IIEKTPOCBA3H

Heob6xoauMeie ymeHus

[Ipou3BOAMTL TOCTAHOBKY 3a7ad II€PCOHANy IO OOECIEYECHUIO 3allUThI
CCCD or HJI u KOMIBIOTEPHBIX arak B CETAX DOJIIEKTPOCBA3N H
OpPraHU30BBIBaTh HX BHINOJIHEHUE

OpraHu30BBEIBaTh KOHTPOJb BBHIIOIHEHHS OPraHU3alMOHHO-TCXHHYECKHX
MmeponpusTuii mo obecnedennio 3amutsl CCCO or HJ[ B KOMOBIOTEPHBIX
aTaK B CETAX AIIEKTPOCBSI3U

OpraHu3oBEIBAaTh IlepepaclpelecHne O0sA3aHHOCTEH M IOJTHOMOYHH
nepconaia, oocnyxuparonero coopyxenusa u CCCO, cpencrsa U CHCTEMBI
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KX 3allluThI OT HI[, CcpeacTBa Uil ITONCKa MPH3HAKOB KOMIIBIOTCPHBIX aTaK B
CETAX ICKTPOCBI3N

HeobOxoauMble 3HaHHS

HCJII/I H 33[1a4d YIPaBJICHUSA IIEPCOHAIOM 10 00eCNEeYECHHUIO 3aIUThI cerei
IJICKTPOCBA3U OT HlI ¥ KOMIIBIOTEPHBIX aTaK B CCTAX 3JICKTPOCBA3H

MeroquKka BHIpabOTKA W pPeaTM3alud YOPABICHYECKOTO PpELIeHUs Mo
06eCIICUEHHIO 3AIMMTHE ceTel 31eKTpocBs 3y oT HJI ¥ KOMIIBIOTEPHBIX aTakK B
CeTsaX JIEKTPOCBAZH

PyKOBOHHIlII/Ie u MCTOAUYCCKHUC JOKYMCHTBI YIIOJIHOMOYEHHBIX
(beI[epaHLHBIX OpraHoB MCIIOJIHUTEIBLHOM BIACTHU 110 3aI0UTE PIH(bOpMaI_II/II/I Hu

00ecreyeHHIO 0e30macHOCTH KPHTHYECKOM uH(pOpMaIMOHHON
UH(PacTPyKTyphI
Kputepud  KOMIUIEKCHOH  OLICHKH KBanu(puKaluy  MepcoHana,

o6cmyxuparomero coopyxenns 1 CCCI, cpencTsa U CHCTEMbI HX 3aIIATEL
or HJI, cpencTsa U1 NMOMCKA NMPH3HAKOB KOMIIBIOTEPHBIX aTak B CETIAX
3JIEKTPOCBS3H

Hpyrue
XapaKTEPHCTUKH

3.3. O606mennas TpyAoBas GyHKINA

O0ecneucHue HKIIMOHUPOBAHUS CPCACTB CBA3ZH VYposeHs
HaumeHoBaHMe - bynzn P pen Kon C P 6
ceTell CBA3M CIEIHAIIBHOIO HA3HAUCHUS KBaTUUKALMH
IpoucxoxaeHne
.. ., 3auMCTBOBAHO U3
060011eHHON TPYAOBOH Opurunan X
opurnHana
dyHKIMI
Kog PerucTpallnoHHbIH
OpUrMHANA HOMEp
npoecCHOHANBHOTO
CTaHzapTa

Bo3moxHbIe WmxeHep cenuanbHol CBA3H
HauMCHOBAaHNA
OJDKHOCTEH,
npodeccui

TpeboBaHus K
00pa30BaHuUIO H
00yUYeHHIO

Bricimee oGpasoBanue — OakanaBpHuaT B 061acTH MH(OPMALMOHHOM
0e30macHOCTH

U

JlonoHUTENbHOE IpodecCHOHANbHOE 00pa3oBaHue — IPOrpaMMB
OBBIIEHAS KBATH(HKAINAY B 00IACTH 3KCILTyaTalldy Cpe/ICTB CBA3H cereit
CBS3H CIIENMAILHOTO Ha3HAUCHUS

TpeGoBaHus K ONBITY
npakTHIecKoi paboTh

Oco0ble ycloBus
Jomycka K pabore

Hanuuue 10mycKa K Tocy/[apcTBEHHO Taiine (npy Heo0X0MMOCTH)

Hpyrue

XapaKTCePHCTHKH

I[OHOJ'IHI/ITCJILHI)IC XapaKTCPpUCTHKHU

HanmenoBanune
JOKYMEHTa

HaumeHoBaHHE 6azoBoi TpyIIibI, JOJDKHOCTH

Kon (mpodeccuu) HIH CIIENHATBHOCTH
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OK3 2153 HHxeHepsl 1o Te1eKOMMYHHKaIAM
EKC - WmxeHep mo 3amurte HHGOpMAaIHK
- Havansnuk otaena (JrabopaTopuu, ceKTopa) IO 3aluTe
“HGOpMaIuK
OKILATP 22567 Wmxenep mo 3amure uHGopMaiu
22847 WuxeHep cnenuaibHOM CBA3H
OKCO 2.10.03.01 Wundopmanmonnas 6€300aCHOCT

3.3.1. pruonaﬂ $yHxuns

HaumenoBaHue

[MpoucxoxxaeHue TpyaOBOH
byHKIIH

YcranoBka CpE€ACTB CBA3H ceTell CBI3H
CrenUaIbHOTro HazsHaueHus, Bkimodas CK3U, Yposenb
Kox | C/01.6 | (momyposens) 6
CpeacTBa A1 MOMCKa IIPU3HaKOB KOMIIBIOTCPHBIX I(BaJ'IPI(l)I/IKaILHI/I
aTakK B CCTAX JJICKTPOCBA3H
3auMCTBOBAHO U3
Opurunan X
OpHrHHAJA
Kon PervcTpanuoHHBIA
OpHrHHAIA HOMep
npodeCcCHOHANBHOTO
CTaHaapTa

TpynoBsle aeficTBUsA

MoHTaX CpeICcTB CBA3U CETEH CBA3M CHENMANBHOIO HasHAYCHUs, BKIIIOYAs
CK3HU, cpenctBa A7 NOWUCKA IPU3HAKOB KOMIIBIOTEPHBIX araKk B CETAX
9JIEKTPOCBA3H

HaCTPOﬁKa CpCIACTB CBA3H ceTell CBI3M creualIbHOIO Ha3HAYEHHS, BKITFOYas
CK3I/I, cpeAcTBa AJIA IOMCKA IPU3HAKOB KOMIIBIOTCPHBIX aTdK B CETAX
IJICKTPOCBA3H

IpoBepka (pyHKIMOHMPOBAHMS CPEICTB CBA3H CETEW CBA3M CHEHUAIBHOIO
gasHayenus, Bikmouas CK3M, cpenctBa [ IIOMCKa IIPH3HAKOB
KOMITBIOTEPHBIX aTaK B CETAX 3JICKTPOCBA3H

HeobxoaumMble ymMeHUs

[IpoBoauTh TPOBEPKY KOMIUIEKTHOCTH CpPEICTB CBA3M CETEH CBA3M
cnenuansHoro HasHayenwms, Bkmouas CK3M, cpexnctBa mis  moucKa
HPH3HAKOB KOMIBIOTEPHBIX aTaK B CETSAX JIEKTPOCBS3H

[IpoBoauTh MOHT2X (WIL INPOrpaMMHOr0 OOECHEYECHHS — YCTaHOBKY)
CPElICTB CBSI3M CETEH CBA3M CIEIMAIBLHOTO Ha3HA4YCHMs, BKIIIOYAL CK3H,
CpEICTBA UTA TOUCKA IIPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETSAX IEKTPOCBA3U

BBIIONHAT, HACTPOHKY W MPOBEPKY (QYHKIMOHHPOBAHHS CPEIACTB CBS3H
ceTeii CBA3W CIIEHANBGHOrO HasHaueHHsd, Bkmodas CK3U, cpeacrBa mid
IIOMCKA IPH3HAKOB KOMITBIOTEPHBIX aTaK B CETAX 3JICKTPOCBA3ZH

HGOGXOI[I/IMLIG 3HaHUA

HOMeHKJ'IaTypa, (bYHKHI/IOHaJ'II:HOC Ha3HA4YCHHUE U OCHOBHBIC XapaKTCPUCTUKU
CpEACTB CBA3U ceTell CBI3HM CHEIHAILHOIO Ha3HAYEHHs, BKIIIOYas CK3I/I,
CpCACTBA i [NONCKa IIPU3HAKOB KOMIIBIOTCPHBIX aTaK B CETAX JJICKTPOCBA3H

HasHaueHne M OPHHIOMIEI paGOTHI OCHOBHBIX Y37I0B CPEICTB CBS3M CETCi
CBS3M cliennaibHoro HazHauenws, Bkmodyas CK3U, cpexcrsa i MOHCKa
IIPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX 3JICKTPOCBA3M

PykoBomsmme M METOAMYECKME  JOKYMCHTHl  YNOJHOMOYCHHBIX
demepanbHbIX OPraHoB HCIOIHATENBHOMN BIACTH MO 3aluTe HHGOpMALHK

Hpyrue

XapaKTEPUCTHUKH




3.3.2. TpynoBas pyHKIHs
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O6ecneueHue GecrepeboitHoi pabOTEHI CpencTB
CBA3M ceTeil CBSA3H CIIEIUAIBHOIO Ha3HAYCHHU, VposeHb
Haumenosanue ; priarouas CK3H, cpenctsa it moucka Kon | C/02.6 | (nomyposeHn) 6
NPU3HAKOB KOMIIBIOTEPHEIX aTaK B CETAX KB (UKAITIH
3JIEKTPOCBSI3U
gsg:;);?dxneﬂne TpynOBO# Opurmian X zglzll;aglzﬁzaﬂo u3
Kon PerucTpalliOHHBII
OpHTHHANA HOMEp
podeCCHOHATILHOTO
CTaHJIapTa
TpynoBble felicTBHS Texymui, B TOM 4yHUCIIe aBTOMATH3HPOBAHHBIN, KOHTPOJIb

(yHKIMOHMPOBAHHS CPECTB CBS3M CETCH CBA3H CHEUAIBHOrO HasHACHH,
piodas CK3U, cpenctBa Uil MOMCKA MPU3HAKOB KOMIBIOTEPHBIX aTak B
CETAX DIIEKTPOCBI3H

Texymuit, B TOM YuUCie aBTOMaTH3NPOBAHHBIN, KOHTPOJIIb
(YHKIMOHMPOBAHUA IPOrPAMMHOTO OOECIICUCHHA B COCTAaBE CPEICTB CBAN
ceTeil cBs3M cnenmanpHOro HasHauenus, Bimodas CK3U, cpexctsa ans
OVCKA MPHU3HAKOB KOMITBIOTEPHBIX aTakK B CETAX NIEKTPOCBS3H

BHecenne M3MEHEHMIT B HACTPOMKH CpPEICTB  CBA3HM ceTed CBS3H
CHEIUATLHOrO Ha3HAYCHU

BoccTaHoB/IEHHe npoliecca (GYHKUMOHMPOBaHMS Iocie cOoeB M OTKA30B
CPEJICTB CBsI3H CeTeH CBA3M CHELHAIbHOTO HAa3HAUCHIS

HonyquI/Ie HMCIIOJIB30BaHUE M aHHYJIMPOBaHUE CHECIUAIBHBIX JOKYMEHTOB,
NpUMCHSACMBIX B nponecce JKCITyaTallun CPCACTB CBA3HU ceTeil CBSI3H
CHEITHAJIBHOTO Ha3HAYCHMU

Hpe,[[YCMOTpeHHOC periaMeuToM H HOpMaTUBHBIMH JOKYMCHTaMH
TEXHHYICCKOC OGCJIY)KI/IBaHI/Ie, B TOM uHclie OOHOBJIECHHE IporpaMMHOIO
obecrieueHrss B COCTaBe CpPEIACTB CBA3H ceTell CBA3H CHEIHAIIBHOIO
Ha3HAYCHUA

I[I/IaI‘HOCTI/IKa CpEeICTB CBA3H ceTel CBA3H CIICHUATILHOTO HAa3HAUCHHS B IICIIAX
[IpUHATHASA PELICHHA O HaIpaBJICHUU B pCMOHT HN3TOTOBHUTCIIEM

HeobxonuMble yMEHHS

[lpoBoAMTH  TeKywWi  KOHTpOJb  IOKasatejied W Tpouecca
(yHKIMOHUPOBAHHS CPEICTB CBA3U CCTeil CBA3H CIENMAIBHOTO HASHAYCHH,
TIpeIyCMOTPEHHBIH PETIAMEHTOM HX IKCIUTyaTauuH

BrpInonHATH NIpeayCMOTPEHHBIC 3KC1'IJ'IyaTaIII/IOHHOi;I U HOPMaTHUBHO-
MCTOIIPI‘ICCKOfI ,ZlOKyMCHTaIII/ICﬁ pa60Tm 110 U3MCHEHHIO HACTPOEK CPCACTB
CBS3H CeTel CBA3M CIEAalbHOT0 Ha3HAUCHHUA

HpOBOI[I/ITL IpeayCMOTPEHHLIC periaMeHTOM pa6OTBI O BOCCTAaHOBJIICHHUIO
nmponecca u nmapamMeTpoB (bYHKHI/IOHI/IPOBaHI/ISI CpCACTB CBi3H ceTeil CBA3U
celMalIbHOIro Ha3HAYCHNUSI

HpOBOI[HTB IpeayCMOTPCHHOC periaaMe€HTOM Hu HOpPMaTHUBHBIMH
JOKYMECHTaMH TEXHHICCKOE 060J'Iy)KI/IBaHI/Ie B TOM 4HcCIe OOHOBIEHHE
BepCI/IPI IIpOrpaMMHOIro o0ecIedeHrsi B COCTaBe CPEJCTB CBA3H ceTeil CBA3M
cleHaJIbHOT0 Ha3HAYCHHA

HeobxoauMble 3HAHUS

TI/IHLI OCHOBHBIE XapaKTCPUCTHKH CpeacCTB I/I3MepeHI/Iﬁ U KOHTPOJIIL
nmpouecca H nmapaMeTpoB (bYHK].IHOHPIpOBaHI/IH CpCACTB CBA3H ceTeil CBA3U
criequalIbLHOT 0 HAa3HAUCHNUS
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Mertoauka (periaMenT, IOCIe0BaTeNBHOCTD) H HOPMATHBHbIE TPEOOBAHHS
K HCHCTBHAM B LENAX M3MEHEHHsS HACTPOEK CPEICTB CBA3M CETEH CBA3M
CIIENHATBHOTO Ha3HAYEHHs

Mertouka (pernaMenT, IocIe10BaTebHOCTh), HOPMATHBHbIE TPEOOBAHHS H
cofepaHHe TEXHHYECKOro oOCIyKHBAaHHA, BKIIOYas OOHOBJIEHHE
IpOrpaMMHOro oOecHeueHHust B COCTAaBE CPEACTB CBA3H CeTeH CBS3U
CIIEUAILHOTO Ha3HAYCHUS

MeTtoauka (pel"JIaMeHT, l'IOCIIeI[OBaTe.TIBHOCTB) H HOPMAaTHUBHBIE Tpe60BaHI/I$I
K JedcTBHAM B I1ENAX BOCCTAHOBJIEHHA IIpolecca H IapaMCTIpoB
(I)YHKHI/IOHI/IPOBaHI/ISI CpCICTB CBA3U ceTeil CBI3U CIEHUAILHOIO HA3HAYCHUS

PYKOBOI[SIIIII/IC Hu METOANYCCKHC JOKYMCHTDBL YIOJIHOMOYCHHBIX
(bellepaJIBHBIX OpraHoB HUCIIOJIHUTEILHOM BIACTH I10 3alUTe PIH(bOpMaI_II/II/I

Hpyrue

XapaKTCPHCTUKU

3.3.3. Tpyaosas pyHKuus

HaumMeHnoBaHue

TpoucxoxaeHne TPyAOBOM
dyHKIH

Beaenue crienuaibHOTO IEJIONPOU3BOACTBA H
VpoBeHb
TEXHHYECKHUX JOKYMEHTOB B IIPOLIECCC
™ P " Kon | C/03.6 | (nomypoBeHs) 6
3KCIIyaTallui CPC/ICTB CBA3H CCTCH CBA3HU KBaHH(bHKauHH
crenuaibHOro HazHavyeHus, pmodas CK3U
3auMcTBOBaHO W3
OpurmHan X
OpHTHHANA
Kon PeructpanoHHslii
OpHTHHaJa HOMED
npoecCHOHAILHOTO
cTaHgapTa

TpynoBsle AeHCTBH

3arnoHEeHHE CIEMHAIBHBIX XYPHAIOB M YUETHBIX (OpPM, IPENYCMOTPEHHBIX
HOPMATHBHBIMH JTOKYMEHTAMH 110 IPUMEHEHHIO CPEICTB CBS3U CETEH CBA3M
CHenUaIbHOr0 Ha3HAYCHUs

HanpaBneHne B PEMOHT M IIPUEM H3 peMOHTa CTOPOHHHMH OpraHu3alusiMu
CpEACTB CBs3H ceTell CBA3H CIEHUAIBLHOTO Ha3HAYCHMS

Benenne SKCHHyaTaHHOHHOf/'I JOKYMCHTaAllUH CPEACTB CBA3M ceTeil CBsA3M
CIIeIyalIbHOrO Ha3HAYCHUL

Heo0xomuMble yMEHHS

BEHINONHATE 3a/1a4M [0 MOJYYCHHIO, XpPAaHEHHUIO, YUYETY, BhlAade, NpueMy U
YTHIH3aUUH CHEIMANbHBIX JOKYMEHTOB, NPHMEHSAEMBIX B Ipouecce
SKCIUIyaTaluy CPEACTB CBSI3U CETEH CBA3HU CMENUATBHOr0 Ha3HAYCHHs

B3anMoieficTBOBATE C OPTaHH3aAIMAMH, OCYIIECTBIIAIONIMMH IapaHTHAHBINA 1
HOC/IErapaHTUHBI PEMOHT CPEACTB CBA3M CeTed CBA3H CIELHABLHOIO
Ha3HA4YeHUs

Bectn SKCIUIyaTalMOHHYIO JTOKYMEHTallMIO CPCACTB CBs3H ccTed CBI3U
crenyalbHOro Ha3HAYCHU

HeoOGxoauMele 3HaHHS

HpaBHHa BEICHHUSA CHEIHANBHOIO JCJIONPOH3BOACTBA M TEXHHYCCKHUX
JOKYMCHTOB CPEJICTB CBA3H ceTeil CBI3U ClICHMAIILHOTO Ha3HAYECHHUA

HopmaTHBHbIE [TPAaBOBLIE aKTHI 110 OPraHU3alMH 3aIHThI rocy/1apcTBEHHOM
TaitHbl, KOH(GUIEHINATEHON HHPOPMALMHU U JeATEIbHOCTH OPraHOB 3aIUThI
rOCYAapCTBEHHOH TaWHBI

Opl"aHI/I3aIII/IOHHLIC MEphBl IO 3alIUTe I/IH(I)OpMaI_II/II/I B CETAX CBA3HA
CIICOUAJIBHOTO HA3HAYCHH A




19

Pykopomsimue W~ METOJMYECKHE  JOKYMEHTHl  YHOJHOMOYCHHBIX
(heepaTBHBIX OPraHOB HCIONHHTEIRHOM BJACTH 1O 3alUTe HHQOPMALMH U
6e30aCHOCTH KPUTHYECKOH HHPOPMAIHOHHOH HH(PAaCTPYKTYPhI

Hpyrue

XapaxKTepUCTHKH

3.4. O600mennas TpyaoBas QyHKIHA

Paspa6otka cpeacts 3amuthl CCCO (32
o YpoBeHb
HawmeHoBanve | HCKJIIOUEHHEM CETEH CBSA3H CICIIMAIIBHOIO Kon D 7
KBanH(pUKaLUU
HasHayeHus) oT HJ| 1 KOMIBLIOTEPHBIX aTak
[MpoucxoxaeHue
o o 3auMCTBOBAHO U3
0600meHHOM TPYAOBOH OpwuruHan X
OpUrHHana
byHKIHMH
Kon PeructpauroHHBIi
OpHUrHHANA HOMED
11poecCHOHATIEHOTO
CTaHgapTa

Bo3moxHEIE
HaMMEHOBaHUS
JOIDKHOCTEH,
npodeccuit

HHxeHep-MpoeKTHPOBIIKUK I Kareropuu
Hrxenep-npoekTHpoBIIMK II kareropun
Nuxenep-mpoektupopmuk 111 kareropuu
HmxeHep-1poeKTUPOBIIUK
PykoBOHTENb IPOEKTOB

TpeboBaHus k
00pa30BaHHIO U
00y4€eHHIO

Boicuiee 06pa3soBaHue — CIIELMATHUTET WM MarucTpaTypa B 001acTH
nHpOpMaLHOHHON 6€3011aCHOCTH

TpeboBaHUs K OIBITY
HpaKTUIecKod paboThI

/151 MOJKHOCTEH C KaTeropiei — OnbIT paboThl B JOJDKHOCTH € Oonee
HU3KOH (IIpeIIECTBYIOMEH) KaTeropueil He MeHee OJIHOTo rojia

Oco0ble YCIIOBHS
J0IycKa K pabote

Hasnrume JoNMycKa K TOCyAapcTBEHHOM TaiiHe (Tipu HEOOXO0IMMOCTH)

Apyrue
xapaKTepncmlcn

PexoMeH/IyeTCs IOTIOTHUTENEHOE PO(ECCHOHATBHOS obpazoBaHHE —
IPOrpaMMBI TTOBBIIICHHUS KBaIM(HKAIKK B 00;1acTH HHPOPMAIMOHHOM
0€30IMacHOCTH

I[OHOJIHI/ITCJIBHBIC XapaKTCpUCTUKH

HaunmeHnoBaHue Ko HaumenoBanue 6a30B0i IpyIsl, JOJDKHOCTH
JOKYMEHTa (mpodeccun) WM CIEIHMATBHOCTH
OK3 2519 Pa3paGoTYHKY U aHAIUTUKY IIPOTPAMMHOTO
obecriedenys ¥ IPHIOKEHUH, HE BXOIAIIHNE B IPYIHE
TPyNIIbI
EKC - 3apeayromnui (HadalbHUK) HAyYHO-HCCIIEJ0BATENBECKAM

oTzenoM (Taboparopueii) yUpexIeH)s; 3aBe 1y OIHH
(HAaYaILHUK) HAyYHO-HCCIE0BATENBCKHM CEKTOPOM
(maboparopueii), BXOJAIIUM B COCTAB HAYYHO-
HCCIIE/[0BATENLCKOTO OTAeNA (OTAENeH s, 1ab0opaTopuH)
HHCTUTYTa

- M HXeHep-POrpaMMHUCT (IIpOTrpaMMHCT)

- HrxeHep-pOeKTHPOBIIUK

- Hay4HbIil COTpYIHHK
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- CrenyanucT 1o 3amure HHHOpMaLHi
- Crapiuit Hay4HbI COTPYIHHK
OKIIATP 22824 WmxeHep-nporpaMMHUCT
24392 Hayuusrit coTpyHUK (B 061acTi HH(OPMATHKA H
BBIUUC/IUTEILHON TEXHUKH)
26579 CrenmanycT 1o 3amure HHGopMaluK
44544 HavaipHHK HCCIIEIOBATENBLCKOM IPYIIIEI
OKCO 2.10.04.01 HudopmarmonHas 6€30MacHOCTb
2.10.05.01 KoMmeioTepHas 6€301aCHOCTD
2.10.05.02 UndopmaronHas 6e301MacHOCT
TEJNEKOMMYHUKAIIMOHHBIX CHCTEM
2.10.05.03 HndopmarmonHas 6€30MaCHOCTH aBTOMATH3MPOBAHHBIX
CHCTEM
2.10.05.04 NudopMaIoHHO-aHATUTHYECKHE CHCTEMBI
6e301macHOCTH
2.10.05.05 Be3onacHOCTh MHGOPMALHOHHBIX TEXHOJIOTHH B
IpaBOOXpaHUTENBHOH chepe
2.10.05.06 Kpunrtorpadus
2.10.05.07 IporuBoaeHcTBHE TEXHUYECKHM pa3BeaKaM
3.4.1. Tpynosas pyHKnus
AHanu3 yrpo3 uHGopManuoHHON YposeHb
HauMeHOBaHNE | Ge30aCHOCTH B CETAX DIEKTPOCBI3H Kon | D/01.7 | (nonyposers) 7
KBaTH(pUKALHY
ggzzzz;mnenne TpyAoBOM Opurmran X 3;;11:;;:;2“0 u3
Kon PerucrpannoHHbIiH
opuryHana HOMEp
npogecCHOHATBHOTO
CTaHJaapTa

TpynoBsie AeACTBUA

Beruasienue yrpo3 HJI K cETIM 3JICKTPOCBA3H

C6op ¥ cucTeMaTH3auus (aHATH3 W OLEHKa) CBEICHHH 06 yrposax HJI k
CETAM DJIEKTPOCBA3H

OleHKa yA3BUMOCTEH ceTel lEKTPOCBA3M C TOUKH 3PCHUSA BOSMOKHOCTH HJ
K HUM

BripaGoTtka npeioKeHuH 110 NPeJOTBPALICHUIO U HeiTparmusanuy yrpos HJL
K CETAM 3JIEKTPOCBA3H

HeobxoguMble yMEHHUA

BuistBiaTh 11 oneHuBarh yrpo3sl HJI K ceTsiM 3J1eKTpOCBA3U

TIpoBoaHUTE IPOBEPKY PaGOTOCIIOCOOHOCTH H 5(¢PEeKTUBHOCTH IPAMECHIEMBIX
IPOrpaMMHO-aNNapaTHRIX (B TOM  YHCIE Kpunrorpapuyeckux) H
TeXHUYECKHX CPEJICTB 3allUThI ceTel 3MeKTpocBssu ot HJL

TTIpoBOMTH HHCTPYMEHTAIBHbIH MOHHTOPUHT 3aIIHICHHOCTH CCCO

[IpoBOIUTh TEXHWYECKHME pPabOTHI INpH ATTECTALUMH CCCI ¢ yyerom
Tpe6oBanuil 110 3amKTe MAGOPMAIHH

HGOGXOI[I/IMBIC 3HaHUA

Mogenu yrpo3 HJI K ceTsiM 3J1eKTpOCBA3H

MeTOAUKA OLECHKH YA3BUMOCTEH ceTed OJIEKTPOCBA3HM € TOYKH 3pCHHA
po3MoskaHoctd HJI k HUM

Cpe/cTBa aHANIM3a U KOHTPOJIS 3aIIMIICHHOCTH CCCO

OpraHM3alMOHHO-TEXHHYECKHE MEPONPUATHS [0 00€eCIeUeHHIO 3alIMThI
ceteit anextpocesisu oT HJl 1 uX 3 peKTHBHOCT
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HopMaTuBHBIE TPaBOBBIE aKTHl B OONAcTH CBA3M, MH(pOPMATH3AUMA H
3aIATHl MHpopManuu

HaupoHanbHele, MEKTOCYJAPCTBCHHBIE W MEXIyHapOAHBIE CTaHAAPTHI B
00J1aCTH 3alUTH HHQOPMaIMH

Tpyrue
XapaKTepI/ICTI/IKI/I

3.4.2. Tpynosas pyHkuus

HanmenoBauue

[MpoucxoxkaeHNe TPYAOBOH
dbyHKIMA

Paspa6orka cpeacts u cucteM 3ammtel CCCO ot VposeHb
HJI, cpencTB i MOMCKa IPH3HAKOB Kon | D/02.7 | (nonypoBeHs) 7
KOMIIBLIOTEPHBIX arak B ceTsx dMeKTpocsasu 3TKC KBaTHGHKAHT
3 TB
OpI/II‘I/IHaJI X auMCTBOBaHO M3
opurnHana
Kon PernctpalliOHHBIN
OpHruHana HOMED
npogeccHOHATBHOTO
cTaHaapTa

TpyznoBele AeHCTBHA

CucreMarusanus (aHaJIM3 U OLEHKA) CBEICHHMM O METOJAaX, CPEACTBaX M
cucreMax s3auutel CCCD ot HJ, cpeactBax i IIOMCKa IIPU3HAKOB
KOMIIBIOTEPHBIX aTaK B CETAX DIEKTPOCBS3H, NpUHIHNAX noctpoeHus 3TKC

@dopMHpOBaHHUE Pa3eIoB TEXHUYECKOTO 3a/[aHus Ha pa3paboTKy CPEeICTB H
cucreM samurel CCCO or HJ, cpeacts i mOHCKa IIPU3HAKOB
KOMIIBIOTEPHEIX aTaK B ceTIX deKTpocsssu, 3TKC

PazpaoTka Tpe{IOKCHHH 10 NPUMEHEHMIO TEXHOJOTHH  3allMThI
mHbopManuu npu co3manuu cpeicte H cuctem 3ammutei CCCO or HI,
CPEJICTB UL TIOUCKA IIPH3HAKOB KOMIBIOTEPHBIX aTaK B CETAX JIEKTPOCBA3H,
3TKC

IIpoextupoBanue d1eMeHToB cpeacTB M cucreM samutel CCCO ot HJ,
CPEZCTB JIJIs TIOUCKA IPU3HAKOB KOMIILIOTEPHBIX aTak B CETAX 3NEKTPOCBA3Y,

3TKC

Pa3paboTka ImpeUI0KeHHI 1 IpaKTHYecKas peau3alys 31EMEHTOB, CPEACTB
u cucrem 3amutel CCCO or HJI, cpencrs Mg IIOHMCKa IIPHU3HAKOB
KOMIBIOTEPHEBIX aTak B ceTsx anekrpocasu, 3TKC, Bkimoyas pa3paboTKy
IpOrpaMMHOro obecrieyeHus

Heo6xoaumMele ymeHus

IIpoBoaUTE COOP U AHAIM3 HCXOJHBIX IAHHBIX 1S IPOCKTHPOBAHHS CPENCTB
u cuctem 3aumtel CCCO or HJI, cpeacts mid IOMCKAa NPU3HAKOB
KOMIBIOTEPHEIX aTak B ceTAX dekTpochsasu, 3TKC

TIpoBOTUTE CPABHHUTENBHBIN aHATH3 CeTel M CHCTEM Tiepeiavn HHOpMALK
TI0 HOKAa3aTelIsIM 3aIUThl HHpOpMaLkuK

TIpoexTupoBath cpeactsa u cucteMsl 3amuTtel CCCO ot H/, cpeactsa ais
JIOMCKA TPU3HAKOB KOMIBIOTEPHBIX aTak B ceTsax syexTpocsssu, 3TKC c
y4eToM TpeOOBaHUH HOPMATHBHBEIX IIPABOBBIX aKTOB M METONMYECKHX
JOKYMEHTOB

PaspabaThiBaTh NpPOEKTHI, TEXHMYECKHE 3ajaHus, IUAHB W Ipaduky
nposeenus pabot no 3amute CCCO ot H/I, KOMIBIOTEPHBIX aTaK B CETAX
3IIEKTPOCBA3H U HEOOXOAMMYIO TEXHHYECKYIO JOKYMEHTAIHIO

ObfecrevnBaTh  pPAlMOHANBHBIA  BBIOOD  dMeMEHTHOH  6asbl  NpH
NPOEKTHPOBAaHUHM YCTPOMCTB M  CHCTEM  3allMTHI CCCO or HI,
KOMIIHIOTEPHEIX aTak B ceTsX dieKTpocsssu, 3TKC
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Hcmone3oBaTh CTaHJAPTHBIE METOABl M CPENCTBA NPOEKTHPOBAHHA
HQPOBEIX Y3JIOB U YCTPOHCTB, METO/IBI AHATN3A JNCKTPHUECKHX LCTIEH

Pemate THIOBBIE 33Ja4d  [IOMEXOYCTOMYHMBOIO  KOJUPOBAaHHA H
JEKOAMPOBAHUS COOOIEHN I

PaspabarsiBaTh MOJUTHKY O€3011aCHOCTH, BBIOMpaTh METOIBI M CpPEICTBA
obecneueHns HHPOPMAIMOHHOM O€30IIaCHOCTH CETEH dIEKTPOCBA3H

Heo0OxomuMele 3HAHUS

HopMaTHBHBIE TIpaBOBBIE aKThl B 00NacTH CBs3M, MH(GOpMATH3AUMM U
3alUTH HHYOpMaIMH

HaumoHanpHele, MEXrOoCyAapcTBEHHBIE M MEXIyHApOJHBIE CTaHIapThl B
006J1aCTH 3aIIUTH HHPOPMAaIHU

OcHOBHBIE METOABI YIPaBJIcHUsS HMHGOPMAIMOHHOH 0€30MacCHOCTBIO CETel
snextpocsszu, 3TKC

Vrpossl Ge30nacHOCTH, HHGOPMAIHOHHbBIE BO3AEHCTBHS, KPHTEPUH OLCHKH
3aIUIICHHOCTH W MeToAbI obecredeHnss HHPOPMAMOHHOH O€30IacHOCTH
cereit snekTpocsizd, 3TKC

Merozbl, CIOCOOBI, CPEACTBA, MOCIEA0BATENILHOCTh M CONEPXKAHUE 3TamnoB
paspabotku cpeacts u cucteM 3ammtel CCCO ot HJI, cpeacts s moucka
IPHU3HAKOB KOMIIBIOTEPHBIX aTakK B ceTsX anekrpocssasu, 3TKC

OcHOBBI TCOPHU IJICKTPUICCKUX IICHCfI, METOABlI aHaJinda H CHHTC3a
3JICKTPOHHBIX CXCM

OCHOBHBIE XapaKTEPUCTHKH M TMoOKa3aTelu 3((EKTHBHOCTH CPEICTB U
cucreM 3anmuTel CCCD or HJ, cpeacts s MOHCKa IIPU3HAKOB
KOMIBIOTEPHBIX aTak B ceTsX dekTpocsssy, 3TKC

MeTo¥MKH pacyeToB W IPOEKTUPOBaHUS CpeAcTB U cucteM 3amurhl CCCO
or HJI, cpeactB Ais HOMCKa NPU3HAKOB KOMIIBIOTEPHBIX arak B CETAX
snekTpocsszu, 3TKC

OcHoBul MogenupoBanus pyHknmoruposanus 3TKC

TexHONOrMH, METOABI, S3BIKK M  CpeICTBA  IIPOrpaMMHPOBaHUs,
NpPUMEHSAEMBIE UL CO3IaHHUS IPOTPaMMHOr0 00eCTICYEHHsI B COCTaBe CCCD,
a Taxke cpeactB u cucteM 3amutel CCCO ot HJI, cpeacTts mis moucka
IPH3HAKOB KOMIIBIOTEPHBIX aTak B ceTsX anekTpocssisy, 3TKC

Hpyrue

XapaKTCPUCTHKH

3.4.3. TpyaoBas pyHKIHSA

IMposenenne HUOKP B chepe pazpaboTku VpoBeHs
Haumenosanne | cpeacts u cucteM 3amutel CCCO ot HJI, Kox | D/03.7 | (nomypoeeHs) 7
cozganns 3TKC KBATH(HKAN
IMporcxoxxaeHUe TPy I0BOH Opurmaan X 3auMCTBOBaHO U3
(yHKIUH OpUTHHAJIA
Kon PerucTpallMOHHBIi
OopurvHajia HOMeEp
HIpo(eCCHOHATTLHOTO
cTaHaapTa

Tpynosblie aelcTBHS

ITnasuposanue stanoB BeimonaHenns HHMOKP mo cozganmio cpeiacrts u
cucreM 3amutel CCCO ot HJ, 3TKC

Bemonueaue HIOKP mo coznaauio cpencts u cucteM 3amutel CCCO ot
HJI, 3TKC
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OpraHu3anys ONBITHOM 3KCIUIyaTal[ii CPEICTB U CHCTEM 3aIM TR CCCI ot
HJI, 3STKC

TIpoBenenne cepTU)HKANMOHHBIX HCHBITAHWH CPEICTB H CHCTEM 3alIUTHI
CCCH or HJI, 3TKC ¢ ncnonb30BaHHEM HHCTPYMEHTAJIHBIX CPEICTB

IToAroTOBKa AHAIMTHYECKOr0 OTYETa IO pe3yabraraM MPOBEICHHBIX
cepTU(UKAIMOHHBIX HCIBITAHAN CPEACTB H CHCTEM 3alIUTHI CCCO or HA,
3TKC u dopmy/HpoBaHHE BBIBOJIOB 10 OLICHKE 3alIUIIEHHOCTH

TIOATOTOBKH OTYETHBIX HOKyMeHTOB 10 uroram mposenenms HUOKP B
COOTBETCTBHH C HOPMATHBHBIMH JOKYMEHTAMH H TpeOOBaHMAMH 3aKa34HKa

HeobxoaumMble yMEHHUS

Opranm30BbBaTh c60p, 06paGOTKy, aHaIM3 H CHCTEMATH3AIMIO HAy1HO-
TeXHUYECKOH HH(OPMAIMH, OTEYECTBEHHOrO H 3apyOeXHOro OmbITa IO
npobnemMaM  MHGOPMALMOHHOM  6€30MacHOCTH ~ CeTeH  JNEKTPOCBA3M,
BLIPAaGOTKY TNpEIOKEHHH IO BONPOCAM KOMIUIEKCHOTO ObecTiedeHus
uH(OPMAIMOHHO#H GE30MaCHOCTH CeTel JIEKTPOCBsI3H, paspaboTKy MojieNeH
yrpo3 HJI K ceTsM 3JIEKTpOCBSI3H

IIpoBOUTE BEIGOD, HCCIEAOBATH 3 (HEKTUBHOCTD U pa3pabaThIBATh TEXHHKO-
SKOHOMHYECKOe OOOCHOBAHHE TNPOEKTHBIX PEINIEHHH CPEACTB U CHCTEM
samuter CCCH ot HII, 3TKC ¢ uensio obecnedenus: TpebyeMoro ypoBH:
3aIUIICHHOCTH

[T1agupoBaTh STalbl BHIIOTHEHHUS HHMOKP 110 co3manuio CpeACTB U CUCTEM
samutel CCCO ot HJI, 3TKC

Pacnpenenats 3aia4u cpeau ucnonnuteneii HUOKP no cospanuio cpects
u cucreM 3amutel CCCD ot HJI, 3TKC, xoHTpoaMpoBaTh CPOKU M Ka4€CTBO
UX UCIIOJTHCHHUS

OpFaHI/ISOBBIBaTI: MOATOTOBKY HAYYHO-TCXHHYCCKHX OTYETOB, 0630pOB,
Hy6IIPIKaIIPIi/'I 110 pe3yJibTaTaM BBIITOJTHCHHBIX I/ICCJICIIOBaHI/Iﬁ

OpraHu30BBIBATH CONPOBOXKICHAE Pa3pabOTKH TEXHMYECKUX M IIPOrPaAMMHO-
ANNApaTHBIX CPEACTB 3alMTHl M 06paGoTkh HMHGOpMANMH B CETAX
3JIEKTPOCBSA3H

HeobxoauMblc 3HAHUS

HanmoHATbHBIE, MEXTOCYJapCTBEHHBIE M MEXKAYHApOJHBIC CTaHIAPTHL,
yCTaHaBJIMBAOINKE TPeOOBaHMs K OPraHM3alMyd M IPOBCICHHIO HUOKP,
ONBITHOM SKCIUTyaTaluH cpeAcTB U cucTeM 3ammTh CCCO ot HJ, 3TKC

PykoBojsime M METOAMYECKHE  JOKYMEHTBHl  YIOJIHOMOHYCHHBIX
denepartbHBIX OPraHOB HCTIONHHTENBHOH BJACTH, YCTAaHABIMBAIOMIHIC
TpeOoBapMs K  OpraHM3alMM W  NpPOBEJCHHIO  arrecTal |
cepTH(UKAIMOHHBIX HCIBITAHUA CPEICTB M CHCTEM 3aLIHTHI CCCO ot HJ,
3TKC

OCHOBHBIE CpeiCTBA H  criocoGbl obecredenus HHGPOPMAUHOHHOM
6€30MACHOCTH, IPHHIKIIBI TIOCTPOEH s cpeacTs i cucteM 3amuTsl CCCI o1
HJI, 3STKC

HCTpyMEHTANbHbIE CPEJCTBA KOHTPOJI M MCHBITAHHH CPENCTB M CHCTEM
samutel CCCO ot HJl, 3TKC n MeToiHKa UX TPUMCHEHHS

HanuoHanpHEIE, MEXIOCYJapCTBEHHBIE M MEXIyHapOAHBIE CTaHAApTHI,
yCTaHABIMBAIOIME TpeOOBaHHA IO 3aWyTe HHQOpPMANMM, aHANM3Y
3AIIMIIEHHOCTH CeTell BJIEKTPOCBSI3M M OLIEHKE PHUCKOB HApYIICHAA HX
MH(pOPMAIIHOHHON 6€30MacHOCTH

Apyrue
xapaKTepnchn
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ObecneyeHne 3alUTH] CPEICTB CBS3H CETEH YpoBeHb
HauMenoBaHHe Kon E 7
CBS3M CHENMAIBHOr0 HazHaueHus oT HJ| KBanuQuKaum
IIpoucxoxaeHue
0606weHHOR 0BOj Opurunan X 3aUMCTBOBAHO 13
TPy P OpUruHana
fingiiaivid
Kon PerucrpauioHHBIH
OpHUrHHANA HOMeEp
npohecCHOHAILHOTO
cTaHgapTa
BoamoxHsle Crapmmuii HHXEHEp
HaMMEHOBAHHUS Crapmmit nHXeHep-pa3paboTIMK
IOJKHOCTEHH, Crapmmii HH)XXEHEp CIENUaNbHOH CBA3H
npodeccuit KoHcynbTanT 1o crenyaibHbM TeJIEKOMMYHHKALUSAM

TpeboBanus k
00pa30BaHUIO U
00y4YeHHIO

Briciuee 00pa3oBaHue — CIICIMAINTET WK MarucTparypa B ob1acTu
HHGOPMAIMOHHOH 6€3011acCHOCTH

TpeGoBaHus K ONBITY
HIPaKTHIECKOi paboThI

He menee oanoro rosa B chepe obecneuenus 3amursl CCCO ot HJI mubo
pa3paboTKH CPEICTB ¥ CHCTEM TaKOH 3aLIMThI

Ocobble ycnoBus
JIoTycKa K paborte

Hanmuwre fomycka kK rocy/JapcTBEHHO# TaiiHe (IIpH HEOOXOMMOCTH)

Hpyrue

XapaKTCPUCTUKH

PexoMeHayeTcs AOIOIHUTENBHOE NPodecCHOHATEHOE 00pa3oBaHue —
IPOrpaMMBI ITOBBIIICHUS KBATH(UKA\Y B 06nacTi HHGOpManMOHHOH

0€e30IIacHOCTH

JlononmHATENbHBIE XapaKTEPUCTUKH

HammMeHoBaHHE
JIOKyMEHTa

Kong

HaumMeHoBanue 6a30BOi rpyIIIbL, JODKHOCTH
(npodeccun) mim CHENHUAIBHOCTH

OK3

2519

Pa3paboT4nKy ¥ aHATMTHKH IPOTPaMMHOIO
obecrieuyeHHs U MPHJIOKEHHI, He BXO/IIIIHUE B Apyrue
TPYIIIbI

EKC

3aBenyrommii (HauaIbHUK) HAy4YHO-HCCIIE0BATEILCKHM
otaenoM (JlabopaTopueil) yupexIeH s, 3aBeIyrOLIui
(HavaIbHUK) HAYYHO-UCCIIEJOBATEILCKUM CEKTOPOM
(;maboparopmueit), BXOJAIIMM B COCTaB HAy4HO-
HCCIIEZI0BATENBCKOrO OT/Ie/a (OTAeNeH s, TabopaTOprH)
UHCTUTYTA

NikeHep-KOHCTPYKTOP (KOHCTPYKTOD)

HmxeHep-nporpaMMICT (IPOrpaMMHCT)

WxeHep-mpoeKTHPOBLIMK

Hayunslif COTpyIHHUK

CHCI.II/IaJII/ICT I1O 3aIIUTC I/IH(l)OpMaI.II/II/I

Crapmnii Hay4HbIA COTPYAHHK

OKII/ITP

3aBeyrommii 1abopaTopuel (Hay4HO-
HCCIICAOBATENHCKOM)

22827

WHxeHep-IPOEKTHPOBLIHK

26579

Crnenyanuct o 3amuTe HHGopManyu
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OKCO 2.10.04.01 HudopmarponHas 6€30MacHOCTh

2.10.05.01 KomnprotepHas 6e301acHOCTh

2.10.05.02 HudopmarmonHas 6e30macHOCTh
TENIEKOMMYHHKAIIUOHHBIX CHCTEM

2.10.05.03 HudopmanrionHas 6€301aCHOCTh aBTOMATH3HPOBAHHBIX
CHCTEM

2.10.05.04 HNubopMaliOHHO-aHATUTHYECKHE CHCTEMBI
6e30macHOCTH

2.10.05.05 Be3onacHOCTh MHPOPMAIIHOHHBIX TEXHOIOTH B
IpaBOOXpaHUTEIbHOH chepe

2.10.05.06 Kpunrorpadus

2.10.05.07 TTpoTHBOIEHCTBHE TEXHUIECKMM pa3Be/KaM

3.5.1. Tpynosasi pyHKIHS

Opranusanys GyHKIHOHHPOBAHUS cerent VpoBeHs
HauMmenoBaHue | CBI3H CIIEUAILHOTO Ha3HAYCHHUS 1 UX Kon E/01.7 (noaypoBeHs) 7

CPEJICTB CBSI3H KBaTH(bUKAII]
[MpoucxoXaeHHE TPYIOBOH Opuruman X 3aNMCTBOBAHO M3
(PpyHKIMH opuruHaa

Kon PeructpatimoHHEIH HOMED
opuruHaia podeccHOHANBHOTO
craHgapTa

TpynoBele AeHCTBHSA

BEIIONHEHHE KOMIUIEKCA MEPOIIPHATHI 10 MOHTaXy CPEACTB CBS3H cereil
CBSI3M CIEIHATBHOIO Ha3HAYCHUS

Brinosinenue IMycka M HaJlaKHu CPEACTB CBA3H ceTell CBA3M CHEHHAILHOIO
Ha3HAYCHHA

KoHTpoIs 3(¢EeKTHBHOCTH (YHKIHOHHPOBAHHS KOMILICKCHOH CHCTEMbI
3QIIMTHI COOPYXKEHWIl W CPEICTB CBA3M CeTeH CBA3M CIICIHMATBHOTO
pasHaueHus ot HJI, BKmodYas BBIABICHHE HHIMACHTOB, KOTOPBIE MOTYT
mpuBecTH K cOO0AM WIH HApYIIEHHIO HX (YHKIHOHMPOBAHHS WIH
BO3HMKHOBEHHMIO YIpo3 Oe30macHOCTH HHGOpMaluM, HHPKYJIHpyOIeH B
HUX, a TAKKe pearnpoBaHKE HA TAKUC MHIMICHTBI

HeoOxouMblie yMEHHS

OpFaHHSOBBIBaTB MOHTaX, HaCTpOﬁKy M SKCILIyaTalluIo CPEACTE CBA3H ceTeil
CBS3M CIIEHAJIBHOIO Ha3HAYCHHA, CPEJICTB H CHCTEM HX 3aIlUTHI OT HI[

HpOBOlII/ITL KOMIUIEKCHOE TECTHPOBaHHE, ITYCK U HaAJKy CpEACTB CBA3H
ceTell CBA3H CIIENMAILHOTO Ha3HAYEHUs, CPEACTB H CUCTEM HX 3allUThI OT HI[

Ocy1uecTBIATh KOHTPOJIb 3¢ deKTUBHOCTH (GYHKUIMOHHPOBAHUS
KOMILICKCHO} CHCTEMBI 3allUTHI COOPYXKEHHMIM H CPEICTB CBA3H CETEH CBI3H
cnenuansHoro HasHauenus oT HJI

Pa3pa6aTBIBaTI> MpCIIOXKEHU 110 COBCPIICHCTBOBAHHIO H MMOBBIIICHUIO
3(1)(1)CKTI/IBHOCTI/I IIPpUHIMACMBIX TeXHHUCCKUX Mep H IMPOBOJHUMBIX
OpraHu3anuoOHHBIX Meponpnﬂmﬁ Mo 00eCIeUeHMIO 3alUThI coopymeHm‘/'I u
CpeCTB CBs3H ceTel CBSI3H CIENUAIBLHOro Ha3Ha4YCHUs OT HII

OpraHu30BbBaTh PaGOTH 10 BBHIONHEHHIO TPEOOBAHMH PEXUMA 3alUTEL
uH(pOpPMALH OTPAHMYEHHOTO JOCTYIa

PaspaGarbiBarh ~ METOJMYECKHE  MaTepuaibl M OpraHu3alMOHHO-
PacopsSAUTENBHEIE JOKYMEHTHI 110 06ecIedeHHIO 3alUTEl COOPY)KEHUH U
CpeACTB CBS3H ceTeit CBSI3M crieluanbHoro HasHaueHus ot HJT
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Heobxonumele 3Hauns | Mogemu yrpo3 HJI x coopyXeHHsAM M CpencTBaM CBS3H CeTE€H CBSI3M
CIIEIIHATILHOTO Ha3HAUYCHHS

CocTae ¥ Ha3HAYCHHE aNMapaTHO-NMPOTPaMMHBIX CPEJCTB  3aLUUTHI
COOPY)KEHHH U CPEJICTB CBSI3M CETel CBI3H ClieNHaIbHOro HasHaueHus ot HJ|
HopMaTHBHEIE IPABOBBIE aKThI, PYKOBOISAIIHME U METOAUYECKHE JOKYMEHTEI
YIIOJHOMOYCHHBIX  (pefepaibHBIX OpraHOB HCHOJNHHUTENBHOH  BIIacTH,
yCTaHABJIHUBAIOIIKME TPeOOBaHHS IO 3aldTe HMHPOpPMAUHM CeTed CBA3M
CIIEIIHAILHOIO Ha3HAYCHHUS

MerToasI KOMIIEKCHOTO 00€CIIEUeHUS 3alIUTH COOPY>KECHUM U CPELICTB CBA3HN
ceTell CBs3H crienuaibHOro HazHaveHus ot HJ

[Moxazatenu >¢(HeKTUBHOCTH MPHUMEHSEMBIX NPOrpaMMHO-ANNapaTHBIX (B
TOM YHCIIE KpUNTOrpapUECKUX) U TEXHUYECKUX CPEACTB 3AlUTHI CPEICTB
CBSI3M CETEH CBsI3H CHEIMAIBHOr0 Ha3HadeHus ot HJ[

Hpyrue -

XapaKTEPUCTHKH

3.5.2. TpyaoBas pyHKIHSA

IpoBenenne HUOKP B cdepe pazpaboTku ceTeit VpoBeHb
HammenoBanne | CBS3H CHEIHAIHPHOTO HA3HAUCHUS U UX CPEJICTB Koxn | E/02.7 | (momyposeHb) 7
cBs3H, BKmoyas CK3U KBaTH(HKaMH
ITponcxokAeHNE TPYAOBOM Opurmsan X 3auMCTBOBaHO U3
¢$yHKIUH OpUTHHAIA
Kon PeructpaliOHHBIH
OpHruHasia HOMEp
npodecCHOHAILHOTO
craHzaprta
TpynoBsle AeHCTBHS PaspaboTka pa3/ieioB TEXHMYECKOrO 3aJaHMsd Ha IIPOCKTHpOBaHUE U

MOIU(HKAINIO 3JIEMEHTOB M CHCTEM 3alllUTHI CETEH CBA3H CIEUHATBHOTO
Ha3Ha4YeHHs M UX cpeAcTB cBs3H oT HJI

IIpoeKTHpOBaHHE IEMEHTOB M CHCTEM 3AlMTHI CETEH CBS3H CIENHAIBHOTO
Ha3HAYeHHS ¥ UX cpeAcTB cBa3H oT HJI

Pa3paGoTka METOAWK IPOBEACHUS MCIBITAHUA JJIEMEHTOB H CHCTEM
ofecIeueH s 3alMThI CETeH CBA3M CIIEMAIBHOIO Ha3HAYEHUS H HX CPEICTB
ces3u oT HJ|

KOHTpOJIb ~ COOTBETCTBHS  TEXHMYECKOMY  3aJIaHHIO  Pe3yJbTaToB
NPOEKTHUPOBAHMS EMEHTOB M CHCTEM O0ECICYEHHs 3alllATHI CeTed CBI3M
CTIELMANBLHOrO Ha3HAYCHHS U MX cpeAcTB cBsa3H oT HJI

HeoGxouMbie yMeHHs | [IpoBofuTs cGOp M aHaiu3 MCXONHBIX JAaHHBIX Vsl paspaboTKd H
MOJU(HKALKMKM SJIEMEHTOB M CHCTEM 3allUThl CETEH CBA3HM CHEIHAILHOIO
Ha3Ha4YeHMs M UX cpeAcTB cBs3u oT HJI

[IpOBOANTE CPaBHUTENBHEIH aHANM3 CETEH CBA3H CHECUUATBHOTO Ha3HAYCHHSA
M X CPEJICTB CBS3H MO MOKa3aTelsM UX 3amuieHHocTy ot HJT
Pa3pabaThiBaTh IPOEKTH, TEXHHYCCKHE 3a]aHMsA, IUIaHbl W rpapuku
npoeeHus paboT Mo 3alIUTe CeTel CBA3M CNEUHATbHOr0 Ha3HAYCHHS U MX
cpezcts cBsa3u oT HJI, He0OX0AMMYIO TEXHUYECKYIO JTOKYMEHTALUIO
O6ecneunBaTh paUMOHATBHBIA BEIOODP 31eMeHTHOM 6a3bl pu paspaboTke U
MPOEKTUPOBAHAM CETEH CBA3H CIEHMAIBHOrO Ha3HA4YCHHWS U HX CPEICTB
CBS3H
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PaspabarsiBaTh MONHTHKY 0G€301aCHOCTH, BBHIOMpaTh METOJBI H CPEACTBA
obecreueHts 3aHUTEl CeTeH CBA3M CNEUATBHOrO HA3HAUYCHHS M HX CPEJICTB
csa3u ot HJ|

OueHuBaTh COOTBETCTBHE PE3yNbTATOB IPOSKTHPOBAHHMSA JJIEMEHTOB H
CHCTEM 3aLIMTHI CETEH CBA3M CIEIMATLHOrO Ha3HAUYCHHUS B HX CPEJICTB CBA3H
ot HJI TexHIYECKOMY 3aIaHHIO

HpOBOIlI/ITB AaHAJIN3 BBIIIOJIHCHHUA Tpe6OBaHHﬁ 3alUIICHHOCTH cereil CBA3M
CHEIMUAIBHOIO Ha3HAYCHUA H UX CPEACTB CBA3U OT HI[

Heo0xoamMele 3HAHUS

HpI/IHIII/IHLI TMIOCTpPOCHUA ceTell CBA3U CIEIHANBHOIO Ha3HAUCHUS

Croco0bl B cpeicTBa 3alIUTH HHQOPMALMH OT YTEYKHM IO TEXHUYECKUM
KaHaJIaM M METOABI KOHTPOJIS UX 3¢ (PEKTHBHOCTH

OCHOBHBIE XapaKTEPUCTHKH W MHoKa3zaTead 3(PGEKTUBHOCTH JJIEMEHTOB H
CHCTEM 3aIlUTHI CETEM CBA3H CIENHAIIFHOTO Ha3HAUEHMs ¥ UX CPEJICTB CBA3H
ot HJI

ITpuaImnBl paboThl 3MEMEHTOB H (QYHKIMOHATBHBIX Y3JIOB 3JNEKTPOHHOH
anmaparypsl, THIIOBbIE CXEMOTEXHHYECKHE PELICHHS OCHOBHBIX Y3JIOB H
GJIOKOB 2JIEKTPOHHOH anmaparypsl

Mertoauku pac4yeToB W MPOCKTHPOBaHUA CPCACTB M CHCTEM 3alATHI ceTel
CBA3H CIEITHAILHOIO Ha3HAUYCHUA H HX CPEJCTB CBsI3H OT HI[

OCHOBBI MOACITAPOBAHUSA (bYHKI_II/IOHI/IPOBaHI/ISI ceTeil CBSA3H CIIEUHAIILHOTO
Ha3HA4YCHHAA

HampoHanpHbEIE, MEXroCyJapCTBEHHBIE M MEXAYHApPOJHBIE CTaHIApPTHI,
yCTaHaBJMBAIOIKE TPeOOBaHWA K OpraHM3alli¥ U IPOBEICHHIO HHUOKP,
ONBITHOM SKCIUIyaTalil »JJIEMEHTOB H CHCTEM 3allMThl CETeH CBA3M
CIIEIMANPHOTO Ha3HA4YeHMs M UX cpeAcTs cBs3u oT HJI

HopMaTuBHEIE IIPaBOBbIE aKTHI, PyKOBOJSIINE ¥ METOANYECKUE NOKYMECHTEI
VIIONHOMOYEHHBIX ~ (elepaIbHEIX OPraHoB —HUCIOJIHHTEIBHOM  BIACTH,
yCTaHABIMBAIOIME TpeOOBaHMA K CHCTEMaM 3allMThI cereil  CBA3M
CIeHATFHOTO Ha3HAYCHUs U HX cpeacTB cBs3u oT HJI

Hpyrue
XapaKTEPUCTHKH

3.5.3. Tpyaosasa pyHKIus

KonTtpoins 3amumerHoctd of HJ[ 1 YposeHb
Hanmerosanie | (PYHKIIMOHATILHOCTH CETEH CBA3M Kox  E/03.7 | (monyposeHb) 7
CICHUAIILHOTO Ha3HAYCHUA KBANH(HKALHH
OHCXOXKIEHHE OBOH 3anMCTBOBAHO M3
[poncxoxc TPYA Opurunan X
¢byHKUuH OpHruHana
Kon PernctpaunoHHbII
OpUTHHAIA HOMep
1ipodeccHOHaNBHOTO
CTaHgapTa

Tpynossle neHCTBUS

Ananms u oneHka yrpo3 HJI k ceTsM cBg3M CIIEHATFHOTO Ha3HAYCHUSA

AHanu3 W oleHKa paGoTocnocoGHOCTH U 3(QPEKTUBHOCTH MPAMEHAEMBIX
POTPaMMHO-aINApaTHEIX (B TOM YHCJIe Kpumrorpapuyeckux) u
TEXHUYECKHX CPEJICTB 3aIUUTHI CeTel CBA3M CIEIMAIbHOTO HA3HAYEHHUA OT

HJl

Attectaims 3ammmerHocTd oT HJI 1 (QyHKIMOHANBHOCTH CETedl CBS3H
CIEeNHATBHOrO Ha3HAYCHHUs
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WUHCTpyMEHTAIbHBI ~ MOHHTOpMHT  3ammimieHHocty ot  HIA &
(YHKIMOHAILHOCTH CETEH CBS3HU CIELHAILHOIO Ha3HAYCHHS

HeobxonuMble yMEeHHS

BousBmare u omnenmBaTh yrpo3sl HJ[ Kk ceTsM CBA3M CHENHUANBHOrO
Ha3HA4YCHUs

ITpoBoauTh MpoBepKy paboTocniocoOHOCTH U 3 (HEKTHBHOCTH IPUMEHAEMBIX
NpPOrpaMMHO-AMIapaTHBIX (B TOM 4YHCIE KPHOTOTpadHYecKHX) M
TEXHMYECKMX CPEJCTB 3allUTHI CETeil CBA3U CIENUAIBHOIO HA3HAYCHHS OT

HJl

TTpoBOANTH WHCTPYMEHTAJBHBI MOHHTODHHT 3allMINEHHOCTH CETEH CBS3H
crenHuaaIbHOro Ha3HavyeHus oT HJ

PaspabarsiBaTh NpeIoKeHHs 0 HelTpanusanuu yrpo3sl HJI K ceTsaM cBsizu
CIeNUaIbLHOTO Ha3HAYCHUs

HpOBO)II/ITL TEXHUYCCKHUC pa6OTI>I IIpa arreCTaluu cerell  CBA3M
CIiequaJIbHOr0 Ha3HAYCHHUA

Heo0OxoauMele 3HaHUS

OcuoBHbIe yrpo3sl HJI 1 Mozenu HapyIHTENs OJIHTHKY HHOOPMAIHOHHOM
6€30MaCHOCTH CETEH CBA3M CIEUHAILHOIO Ha3HAYCHUA

HopMaTHBHbBIE TPAaBOBBIE aKTHI IO OPTraHU3ALMHA 3aIlUThI FOCYIaPCTBEHHON
TaWHel M KOHQHUICHIMATBHOM HHGOpPMAalMH, 3a7a4yaM OpPraHoOB 3allMTHI
rOCYJapCTBEHHOM TallHBI

Cnoco6bl M cpeAcTBa 3amuThl HHGOPMALHUK OT YTEYKH IO TEXHHYECCKUM
KaHalaM i METObI KOHTPOJIA HX 3 ()EeKTHBHOCTH

MeTonuKH OLIEHKH YS3BUMOCTEH ceTell CBi3H CHEIHANIbHOr0 Ha3HA4YCHHs C
TOYKH 3peHus Bo3MoxxkHoctd HJI

CpeZ[CTBa aHaJIn3a U KOHTPOJIA 3alUINEHHOCTH ceTell CBA3H CIIEIHUAIBLHOTO
Ha3Ha4YCHHUL

OcHOBHEIE ~ KpHNTOrpaduueckue METOMABI, alITOPUTMEL,  HPOTOKOJIBI,
ACHONIB3yeMBIE It OOecHedeHUs 3allUThl CETEH CBA3M CIELHUATLHOTO
HazHaueHus ot HJ

IIporpaMMHO-amnmnapaTHble CpeAcTBa OOECIEYECHHsT 3aIIUTHI ceTell CBA3H
cIenMaIbHoro HazHavyeHus ot HJI

OpraHu3alMOHHO-TEXHUYECKME MEPONpPUATHA MO 3alluTe CceTedl CBA3M
crenanbHoro HasHaueHus ot HJ u ux s¢pexTHBHOCTD

HOpMaTI/IBHHe IIpaBOBBIE€ AKTBI, PYKOBOJAINNE U METOJHYICCKHC JOKYMCHTBI
YIOJITHOMOYE€HHBIX (bez[epanbnmx OpratnoB HCIOJIHUTCILHOM  BJIACTH,
yCTaHaBJIMBAOIUC TpCGOBaHI/ISI K CHCTEMaM 3alllUThl ceTedl CBA3MU
CIENMHAIIBHOTO HA3HAYCHUA H UX CPCACTB CBA3H OT HI[

Hpyrue

XapakKTCPUCTUKH

3.6. O6o6mennas TpyaAoBas GpyHKIMA

VYnpasieHHue pa3BUTHEM CPEICTB H CHCTEM VpoBeHb
HanmeHoBaH#e P P pelt Kon F P 7
samutel CCCD ot HJL KB HKAIMH
ITpouncxoxaeHue 3
000061eHHOH Tpy10BOil OpuruHan X UMCTBOBAHO H3
OpHrHHANIA
GyHKIMR
Kon PernctpalimoHHbIH
OpUruHaa HOMeEp
npogeccHOHaILHOTO

CTaHxapTa
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Bo3moxHble HauanpHAK (pyKOBOJMTEINb) OT/ENA (OTACIEHHs) CUCTEM 3allUTHI
HaMMEHOBaHUS uHpopManuu

JIOJKHOCTEH, Bemymuii HHxeHep-pa3padoTUHK

npodeccHit

TpeboBanus K
00pa30BaHuUIO H
00y4EeHHIO

Bricuiee o6pa3oBaHue — CIICLHATHTET WA MaruCTparypa

TpeboBaHus K ONBITY
NpaKTHIEeCKOH paboThI

He menee Tpex neT B cdepe obecneuenus samutel CCCO ot H nmu
pa3paGOTKH CPE/ICTB H CHCTEM TaKOi 3allAThI

Oco0ple ycIoBus

Hanuuue Domycka K TocyJapcTBEHHOI TaifHe (TIpH HeoOGX0AMMOCTH)

JI0IycKa K pabote
Hpyrue PekoMeH/IyeTcs IONOJHATENBHOE IpodeccHOHATBHOE 00pa30oBaHKE —
XapaKTePUCTHKH IPOrPaMMBI TTOBBIIEHNs KBATH(UKAIMY B 061acT! HHPOPMALIHOHHON

0€30IMacHOCTH

I[OIIOJIHI/ITCJIBHBIG XapaKTCpUCTUKH

HanmeHnoBanue Kox Haumenosanue 6a30B0i rpyIIsl, JODKHOCTH
JOKYMEHTA (mpodeccun) MM CHELHUATLHOCTH
OK3 1223 PykoBoauTeNN NOAPa3ACICHUIA 10 HayTHBIM
HCCIIEA0BAHIAM U pa3paboTkaM
EKC - Menemkep
- HauansHuK oTAena (1abopaTopuu, CEKTOpa) Mo 3auiuTe
uHpopManuu
- Crienpanuct 1o 3amure HHGOpMaluu
OKIIJITP 24074 MeHemxep B oapasfeleHUsIX (cayx6ax) Hay4HO-
TEXHMYECKOTO Pa3BUTHU
OKCO 2.10.04.01 HudopmarponHas 6e30MacHOCTh
2.10.05.01 KommerotepHas 6€3011aCHOCTD
2.10.05.02 HnpopManuonHas 6€300aCHOCT
TEJIEKOMMYHHKAIIMOHHBIX CHCTEM
2.10.05.03 HudopmarponHas 6€30MacHOCTh aBTOMaTH3HPOBAHHBIX
CHCTEM
2.10.05.04 NnpopManoHHO-aHATUTHYECKUE CHCTEMBI
0€3011aCHOCTH
2.10.05.05 BezonacHoCTh HHGOPMALMOHHBIX TEXHOJIOTH B
IIpaBOOXPAaHUTEIBHOM chepe
2.10.05.06 Kpunrorpagus
2.10.05.07 ITpoTuBOACHCTBAEC TEXHNYECKUM Pa3BEIKaM

3.6.1. Tpynosas dpynxuusi

HaumenoBaHue

TMpoucxoxaeHHe TPYAOBOK
GhyHKIMH

VrpasieHHe PUCKaMH CHCTEM 3alIUTHI CeTel Yposenb
snextpoceszu o1 HJI Koa | F/01.7 | (momypoBeHs) 7
KBanupuKauyun
3arMCTBOBAHO U3
Opuruaan X
OpHIHHANA
Kon PerucrpalmoHHbIHA
opuruHana HOMEPp
npodecCHOHANBHOTO

craHjgapTa
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Tpynosble AeHCTBHS

dopmMupoBaHue LeNel, TPUOPUTETOB 1 OTPAHUYEHUH CHCTEMBI 3alllUTEL CETH
snekTpocBsasn or HJI, B ToM umcie MX M3MEHEHHE II0 Mepe H3MEHEHHs
BHEIIHHX YCJIOBHH M BHYTPEHHHX MOTpeOHOCTEH, BKMOYas TpeOOBaHHA
YIIOJTHOMOYCHHEIX (eaepalbHbIX OPraHOB HCIIOJIHUTENBHON BIIACTH

Amnain3 BHYTpeHHHX M BHEITHHX yrpo3 HJI k ceTH 3ieKTpoCBs3n

[MoaroroBka IJIAHOB pa3BUTHSA, MOACPHU3AIMM CHCTEMBI 3alIMTHI CETH
snekrpocsizu oT HJI, popmupoBanue TpeGoBanuii K OTACIBHBIM JJIEMEHTAM
W CHCTEME B IIEJIOM

KouTtposns wucnonHeHus paboT 1O Ppa3sBUTHIO, MOJEPHHU3ALMH CHCTEMBI
3alUTHI CeTH 3JIeKTpocBs3u ot HJJ

HeoOxouMbie yMEHH

q)OpMI/IPOBaTB HCXOAHBIC JaHHBIC H OIrPaHUYCHHA IIPH IIPOCKTUPOBAHUH CETH
IJICKTPOCBA3H

[MpoBoauTs aHamu3 yrpo3 HJI k ceTH 35IeKTpoCBA3H

[IpuMeHATh METOJOJOTHIO MEHEDKMEHTa PHCKOB HH(POPMAIHOHHOM
0€30IacHOCTH B TEJICKOMMYHHKAIIMOHHBIX CHCTEMAX H CETAX IEKTPOCBS3H

[IpoBoauTh TPOBEPKY OpraHM3alyii Ha COOTBETCTBHE TPEOOBaHMSM
HOPMATHBHBIX MIPABOBBIX aKTOB B 00JAacTH 3alMUTHI CETEH 3JIEKTPOCBA3H OT

HJT

OpraHu30BBIBaTh U NPOBOJUTH IHOATOTOBKY OT3BIBOB H 3aK/IIOYEHHH Ha
HOPMAaTUBHO-METOJJHYECKHE MAaTEpPHallbl M TEXHHYECKYIO JOKYMEHTAIIHIO
CHCTEM 3aIUTHI ceTel anexTpocss3u oT H]|

Heo6xoauMEble 3HAHHS

CocTosiHHE ¥ MEPCHEKTUBBI Pa3BUTHS CHCTEM 3alUTHI CETEH 3INEKTPOCBA3ZU
ot HJT

Moaenu yrpo3 HJI K ceTsiM 311eKTpOCBsI3n

HopMaTuBHble TpPaBOBbIE aKTHI B OONAcTH CBsA3HM, HMH(pOpMATH3ALUH H
3aIIUTHl HHQOpMAIHU

PyxoBojsimpe W METOJUYECKME  JOKYMEHTBl  YHOJHOMOYECHHBIX
deiepaIbHBIX OPraHoOB MCIIONHUTEBHON BIIACTH 110 3aIIMTEe MH(OPMALIMH

OcnoBel  MogemupoBanusi 3TKC w  yrpo3sl ux HHpOpMaLHOHHOR
0€301acHOCTH

MeTomonorus MeHePKMEHTa PHCKOB MH(GOPMAIMOHHOM O€301IacHOCTH B
TEJIEKOMMYHHKALMOHHBIX CHCTEMAX ¥ CEeTSX JIEKTPOCBSI3H

Hpyrue

XapaKTCPUCTUKH

3.6.2. Tpynosas pyHKuIHSs

YHpaBIICHI/IC OTHOLICHHUSMH C IMOCTABIIIUKAMH U

MOTPEOUTEISIMH IIPOrPaMMHELIX, IIPOrpaMMHO- VposeHb

HamMeHoBaHWe | aNIapaTHEIX (B TOM uncie kpuntorpapuueckux) | Kox | F/02.7 | (momyposens) 7
H TEXHUYECKHUX CPEACTB H CHCTCM 3aIUThI KBa/HHKALIH
CCC3I or HJI

HCXOXKICHHE OBOH 3auMCTBOBAHO M3
gsgxun; g Rl Opurusan X OpHrHHaIA
Kon PeructpannonHeii
OpHIHHaNa HOMEp
npo¢ecCHOHATBHOTO

cTaHaapTa
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Tpynosble aefcTBUSA AHamu3 pHIHKA MPOTPaMMHBIX, NPOrPaMMHO-ANNAPaTHBIX U TEXHAYECKHX
cpeacts u cucreM samutel CCCO or HJ B memsx ompeaencHus
HOMEHKIIATyPhl, XapaKTEPUCTHK, YCIOBAW TOCTaBKM H BBIIOJHCHHA
TpeGoBaHMil HOPMATHBHBIX JIOKYMEHTOB K CPE/ICTBAM 3aILUTE CCCOor HI

AHamu3 TeKyIIMX M [EePCHEKTHBHBIX TpeOoBaHWi, IPeABABIIEMbIX
noTpeOMTeNssMA K NIPOTPAMMHBIM,  [IPOrpaMMHO-aNiapaTHEIM — H
TeXHUYECKHM cpeficTBaM 1 cucteMam 3amuTel CCCO ot HJ ¢ ToukH 3peHus
HOMEHKJIATYpBI, (PYHKIIMOHAIBHOCTH H yCIIOBHUIA TOCTABKH

IIpuo6perenne cpeacts u cucrem sammutel CCCO ot HJI, Bmovas nx
TIpe/IBapUTENLHBIC H IPAEMOYHBIE HCIILITAHUS, ONBITHYIO SKCILTyaTal|Io

WHdopMupoBaHKe HNOTCHIUATRHBIX MOTPeOWTENeH CPENCTB U CUCTEM
samutel CCCD or HJ] o HOMEHKIAaType, XapaKTepHCTHKaX H YyCIOBHAX
[IOCTaBKH CPEACTB U CHCTEM 3alllUThHI CCCO ot HI

TlocraBky cpeacts | cucreM 3amuTtsl CCCO ot HJI, dopMupoBaHue nakeToB
3aKa30B, [NIAHUPOBAHUE U PETYIHPOBAHHE 00HEMOB OCTABOK

Heob6xomuMble yMeHHs | [IpOBOANTh aHANM3 pbIHKA MNPOrpaMMHBIX, IPOTPaMMHO-AINAPaTHBIX M
TexuMYeckuX cpeacts u cucteM 3amuTel CCCO ot HJ

Opranu3oBsiBaTh HHPOPMHUPOBAHHE ITOTCHIHANBHBIX moTpeduTene o
HOMEHKJIAType, XapaKTePHCTHKAX H YCJIOBHSX MOCTaBKH CPEICTB M CHCTEM
zaamutel CCCO ot HI

OpFaHI/I3OBBIBaTB M BBINOJIHATE 3aKa3 CPEACTB U CHCTEM 3aIlHThI CCCO ot

HJL

Opranu30BbIBaTh IOCTABKU CPEJICTB M CHCTEM 3allUThI CCCD or HIA

AHaI3MPOBaTh COCTOSIHAE PHIHKA CPE/ICTB U CUCTEM 3aUIATHI CCCIl ot HI

Heob6xoaumpie 3HaHAs | OCHOBHBIE IPOU3BOAMTEM M MOCTABLUIMKM NPOrpaMMHBIX, IPOrpaMMHO-
anmapaTHbIX W TEXHHYECKUX CPEJCTB M CHCTEM 3allUTHI CCC3 ot HA,
TEeXHHYECKHE XapaKTEPHCTHKH COOTBETCTBYIOIIEro 00Opy[OBaHUA M
IPOrpaMMHOT0 00ECIICUCHHS

ITopsmok 3aka3a M IOCTaBKH IPOrPaMMHBIX, IIPOrPaMMHO-AIIApaTHRIX M
TEXHHYECKHX CPEACTB M CHCTEM 3aILUTHI CCCO ot H/J

Tpe6oBanus OTpeOUTENEH K YPOBHIO 3AIMIICHHOCTH CCCO ot H/|

PykoBonsimie M~ METOAMYECKHE  JOKYMEHTBl  YIONHOMOYCHHBIX
denepanbHBIX OPraHOB HCHIOJHUTEHHON BIACTH 10 3AlUTE undopManuu

Hpyrue -

XapaKTepHCTHKH

3.6.3. TpynoBas pyHKuust

VnpasieHue OTHOIIEHUAMHE C PETYIATOPaMH B

VYpoBeHb
HanMeroBaHHe cepe 3a1MTLI I/IH(I)OpMaIII/IE/I 1 obecreveHus  lkon | F/03.7 | (momyposers) 7
6e30IIaCHOCTH KpUTHYeCKO# HHGOPMAOHHOH KBATHGHKALHH
nadpacTpykTyphl Poccuiickoit ®ezxeparyu
TIporcX0XAeHHE TPYAOBOH Opuruman X 3anuMCTBOBAHO M3
dyHKUTH OpHWTHHAJIA
Kon PeructpallnoHHBIH
OpUrMHasa HOMEP
npogecCHOHANBHOTO
CTaHaapTa
TpynoBsle aeiicTBHA MOHMTOPHHT  HOPMATHBHEIX ~ IPaBOBBIX  aKTOB, PYKOBOIAMIMX — H

METOAUYECKHX JOKYMCHTOB YIOJIHOMOYCHHBIX (bellepaJIBHBIX OpratHoB
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ucnonaAtensHol Baacth B chepe 3amutel CCCO or HJI u obecnedenus
6e301acHOCTH KpUTHIECKOH HH(OpMaMOHHOH HHPACTPYKTyphI

CorjacoBaHnue C  YIOJIHOMOYEHHBHIMH  (elepalpHBIMM  OpraHaMH
HCHOJIHUTENILHOM BJIACTH YCJIOBMH TMOCTaBKM CPEICTB M CHCTEM 3alllUTHI
CCCD ot H]/I 1 o6ecnieuenus 6€3011acHOCTH KPHTHUECKOH HHPOPMAIIMOHHOH

HHQOPACTPYKTYPHI
IIpoBenenue ceprudukanuu cpeiacts u cucreM 3amutel CCCO ot HJ u
obecnieueHus 0€e30I1aCHOCTH KpUTHYECKOH HH(POPMALMOHHOM

MHPPACTPYKTYPHI B COOTBETCTBHHU C TPeOOBAHMIMU HOPMATHBHBIX MTPABOBBIX
aKTOB M B CHCTEMaXx J00POBOJIIBHON cepTH(HKALMH

Opraumszanus u nposeaeHne arrectanun 3TKC B coorBercTBHU €
TpeGOBaHUIMH HOPMATHBHLIX IPABOBBIX aKTOB

HeobxonyuMele yMEHUS

[IpoBoauTh MOHHUTOPHHT M aHAIM3 HOPMATHUBHBIX IPABOBHIX aKTOB,
PYKOBOISIMX W  METOAMYECKHX  JOKYMEHTOB  YHOJHOMOYCHHBIX
denepanbHBIX OPraHOB HCHOMHHTENBHOH BIacTH B chepe 3amuTsr CCCI ot
HJI u ofecnedeHus Ge30MacHOCTH KPHUTHUECKOH HHQPOPMAIMOHHON

HH(PPACTPYKTYPHI

OpraHu30BBIBaTh MOJIyYEHHUE OpTaHHM3alHel JMICH3UA Ha JIMLEH3UPYEMBbIC
BHIbl JCATENPHOCTH II0 IIPOM3BOJACTBY TOBapoB H ycuyr B cdepe
obecmeuenus 3amuTel CCCO or HJI u obecmedeHus Oe30MacHOCTH
KPHTHYECKOH HHOPMAMOHHOH HHPPACTPYKTYyphI

OpraHu3oBBIBaTH  NOJYYCHHE  OpraHu3alued  cepruduxaroB  Ha
IPOHM3BOICTBO TOBAPOB W OKa3aHWE YCIyr B cepe obecrmeveHus 3aluThl
CCC? ot H/I 1 o6ecneuenns 6e30nacHOCTH KPUTHIECKOH HHGOPMALIMOHHON

UHGPaCTPYKTYPHI

Opranm3oBbiBaTh TONMydeHHe odkcmnyatupyromedn 3TKC  opranusanuei
paspeluTeNbHEIX JOKYMEHTOB B  COOTBETCTBMH C  TpeOOBAaHWAMH
HOPMaTHBHBIX NTPABOBLIX aKTOB

HeoOxoauMble 3HAHUS

HopMaTuBHBEIE NpaBOBble akThl B OONACTH CBA3H, MH(pOpMarH3auuu H
3aIUThl HHQOpMALUH

HammoHanbHbIE, MEXTOCYJIapCTBEHHBIE M MEXIYyHApOAHBIC CTaHIAPTHl B
00IacTH CpeICTB W CHCTEM 3allMTHI CETEH JJIEKTPOCBSA3H OT HI u
obecrieueHHs 6e30macHOCTH KPUTUIECKOR HH(POpPMaIMOHHON

HHPPaCTPYKTYpHI

HopmaTHBHEIE IIPaBOBBIE aKTHI IO OPraHU3allid MPOU3BOACTBA TOBAPOB H
yenyr B cdepe 3amuter CCCD or HJI, Bkmoyas JMIEH3UPOBAHHE TaKOH
JIEATENEHOCTH

PykoBomsAmme M  METOAWYECKHME  JOKYMEHTBI  YIOJHOMOYEHHBIX
(elepanbHEIX OPraHOB HCIIOJIHHTEILHOM BIACTH TIO 3amuTe HHGOPMALMK 1
obecreveHHs 0€30macHOCTH KPHTHIECKOH HHPOPMaAIMOHHON

HHQPACTPYKTYPHI

Iopsaok ceprudukauun cpeacte u cucreM samutel CCCO or HI u
KOMITEIOTEPHBIX aTak

Hopsanok arrecrauuu 3TKC Ha cooTBeTcTBME TPeOOBAaHMSM 3AIIHTHI
uHbOpMaLKU

Apyrue
XapaKTEPHUCTUKH

3.7. O6o0mennas TpyaoBas GyHKIHUA

HauMeHoBaHue

DKCIEpPTH3a POEKTHHIX PEIICHHUI B chepe
samuTel CCCO ot H/I ¥ KOMIIBIOTEPHBIX aTaK KBAIM(UKALHH

Kon G YpoBeHb 8
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[MpoucxoxkaeHne
06001eHHO# TPy AOBOH OpuruHan X 3aUMCTBOBAHO 3
OpHWruHana

¢byHKuun

Kon PeructpauMOHHBIN

OpHMTHHANA HOMeEp
1ipodecCHOHATEHOTO
cTaH[apTa

Bo3moxHEIE HauansHHK (PyKOBOIUTENb) HAYYHO-HCCIIEA0OBATEIBCKOTO OTACIA
HAaNMEHOBaHHs (mabopatopun)
JIOJDKHOCTEH, Benymmit (rinaBHBIH) CICIUATHKCT 0 3aLUTE HHpOpMALIUT
npodeccuii Hay4Hblil KOHCYJIBTAHT IO 3aIUTE MH(OPMAIHH

Tpe6GoBaHus K
00pa3oBaHUIO H
00y4CHHIO

Bricniee o0pa3oBaHue — CIENUAIMTET WM MarucTparypa
WIH
Briciee 06pa3oBaHHe — aCTHPaHTYpa (aABIOHKTYpa)

TpebGoBaHuUs K ONBITY
IpaKTHIeCKoi paboTHI

He MeHee IATH JIET B cocTaBe KoJuiekTiBoB o BeimonHeHno HUOKP B
chepe obecneuerns 3amuthl coopyxenuit © CCCO ot HJI, B ToM ducie He
MEHee TpeX JIET Ha PyKOBOUIIINX JODKHOCTSX (U1 MMEIOIIHNX BhICIIEE
06pa3oBaHHe — CTCLUATHTET MM MaTUCTPaTypa B 00/1acTH
nHpOpMALHOHHON 6e30I1aCHOCTH)

WIN

He MeHee Tpex JeT B cocTaBe KOJUIEKTUBOB 10 BhimonHeruo HAOKP B
chepe obecneuenns amuthi coopyxenuit 1 CCCI ot HJI, B ToM dncie He
MeHee JIByX JIET Ha PYKOBOJUILIAX JODKHOCTAX (JUI MMEIOIIHX BBICIIES
ob6pazoBaHye — acMpPaHTypa (aTbIOHKTYPa)

Oco0rIc yCIoBHS
JoImycka K paborte

Hamuuue omycka K rocy/IapCTBEHHOM TaliHe (IIpH HEOGXOIMMOCTH)

Hpyrue

XapaKTCPUCTHKH

PexoMeHIyeTcs JIONOIHUTENbHOE IPOdeCCHOHAIBHOE obpazoBaHue —
TIpOrpaMMBI TIOBBIIICHAS KBaTUQHKALMH B oGactu nHGOPMALOHHOM
0€e30MacHOCTH

JlomoTHATENbHBIE XapaKTEPUCTHKH

HaumMmeHoBaHHE
JIOKyMEHTa

HavMenoBanue 6a30B0ii rpyInbl, JODKHOCTH

Ko
A (mpoteccun) MK COENHAILHOCTH

OK3

1213 PykoBoAUTENH B 001aCTH ONPENEICHHUS IOJUTHKA H

TIaHHUPOBAHUA OCATEIILHOCTH

EKC

- ['naBHBII Hay4HBIA COTPYAHHK

- 3aBeayromuii (HauyaTbHUK) HAyYHO-HCCICI0BATEIbCKUM
otaenoM (raGoparopueit) yupexIeHus; 3aBeAyOLINH
(HaYaIbHUK) HAy9YHO-HCCIEN0BATEIBCKAM CEKTOPOM
(;maboparopueit), BXOIALIMM B COCTaB Hay4YHO-
HCCIIEIOBATEIIECKOTO OT/eNa (OTAEIeH s, TabopaTopyH)
HHCTHUTYTa

JKcHepT

OKIIJITP

20911 [ 1aBHEIHA CHENMAIMCT [0 3alIuTe HHPOpMaLHu

22055 3aBeAyIOIIHii 0TAENOM (HAyYHO-TEXHHIECKOro

pa3BHUTHA)

23509 KoHcynpTanT

OKCO

2.10.04.01 WndopmarponHas 6e30MacHOCTh

2.10.05.01 KomneroTepHas 6€301MacHOCTh
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2.10.05.02 HupopmannonHas 6€30macHOCTb
TENIEKOMMYHHKAIMOHHBIX CHCTEM

2.10.05.03 HndopmammonHas 6€3011aCHOCTh aBTOMaTH3HPOBAHHBIX
CHCTEM

2.10.05.04 HNudopMainOHHO-aHATUTHYECKHE CHCTEMBI
6e3011acCHOCTH

2.10.05.05 Be3onacHoCcTh HHPOPMAIMOHHBIX TEXHOJIOTUH B
IPaBOOXPAHUTENBHON chepe

2.10.05.06 Kpunrrorpagus

2.10.05.07 IIpoTHBOAEHiCTBHE TEXHUYECKHM pa3BeIKaM

2.10.06.01 WudopmanronHas 6€301aCHOCTb

2.10.07.01 WudopmanronHas 6€30MaCHOCTb

OKCBHK’ 051319 MeTobl ¥ CHCTEMBI 3aLUTH HHPOPMALIHH,

HHpopManronHas 6€30aCHOCTD

3.7.1. Tpynosas pyHKUHSA

HanmenoBaHue

IMpoucxoxxaeHue TpyaoBoi
byHKIH

Hccnenosanue 3¢ ¢peKTHBHOCTH CIIOCO00B, v
pOBEHb
cpencts u cucteM 3amutsl CCCO ot HI, Koz | G/01.8 | (moayponens) g
CPEICTB Ui OMCKA IIPU3HAKOB KOMIILIOTEPHBIX A N———
aTak B CETAX 3JIEKTPOCBSI3H
Opurmsan X 3aMMCTBOBAHO 3
opurnHaia
Kon PerucrpaunoHHbIi
OpHUruHaina HOMEP
npodeccHOHATBHOTO
cTaszapra

TpynoBsie aeiicTBUs

COHpOBO)KI[eHI/Ie paBPaGOTKI/I, HCCIICIOBaHUN cerelt 3JICKTPOCBA3HU, 4 TAKXKE
TEXHUYECKHUX U MPOrpaMMHO-AINAapaTHBIX CPEACTB HX 3alllUTBL OT HI[,
CpeICTB JUIA ITOMCKa IIPU3HAKOB KOMIIBIOTCPHBIX aTakK B CCTAX JJIEKTPOCBA3H

AHanmu3 3aliINeHHOCTH ceTeil anektpocBssu oT HJI u oneHka pucKoB
HapyIIeHus UX HHPOPMALMOHHON 6€30I1aCHOCTH

Uccnenoaane CCCO, a TakKe TEXHHYECKUX U IIPOrpaMMHO-AIIapaTHBIX
cpencTs ux 3amuthl oT HI, cpencTs A noucKa NpH3HaKoB KOMIIBIOTEPHBIX
aTak B CETAX DJIEKTPOCBS3HU

HeoOxonuMele yMeHUs

OGecneunBaTh INOATOTOBKY HCXOMHBIX JAHHBIX TIpd  pa3paboTke,
HCCIEN0BAHNM CETEH JJIEKTPOCBS3M, a TAKKE TEXHHYECKHX H IPOrpaMMHO-
anmaparHeIX cpeAcTB UX 3amuTel oT HJI, cpeacTs /i moucka MpH3HAKOB
KOMITILIOTEPHBIX aTakK B CETAX 3JICKTPOCBA3U

OuenuBarh 3Q(PEKTUBHOCTD CETEH SNIEKTPOCBA3M, a TAKKe TEXHUYECKUX H
IpOrpaMMHO-AIAPaTHEIX CPeCTB UX 3amuThl oT HJI, cpeacTs 1w moucka
NPHU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX JJICKTPOCBA3H

PaspabareiBaTh M HCCIIEIOBATh aHAIMTHYECKHE W KOMIBIOTCPHBIC MOEIH
cpezcts u cucreM 3ammuTel CCCO ot HJI, cpencts ams MOMCKa NPU3HAKOB
KOMITBIOTEPHBIX aTak B CETIX JIEKTPOCBA3H

AHanH3upOBaTh IpOrpaMMHEIE, ApXUTEKTYPHO-TEXHUYECKUE %}
cxemotexauueckue pemtennss CCCO ¢ Lenplo BHIABICHHS MOTCHIMATIBHBIX
ysA3BMMOCTel UX 3al|Thl 0T HJI ¥ KOMIIBIOTEPHBIX aTak
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OrnenvBarh HHPOPMAIHOHHBIE PUCKH B CETAX IEKTPOCBA3H M ONpPEICIIATH
HEQOPMAMOHHYI0 HHQpacTpykTypy u HHQOpMANMOHHBIE pPECYpCHI,
HOJIeXKAIIUE 3aIuTe

Ucnons3oBarb  TEXHHUYECKHE,  MPOrpaMMHO-aNmapaTrHble  CPEACTBa
obecnieyenus 3ammtel CCCO ot HJI, cpenctBa 1uid moMcKa NPH3HAKOB
KOMIIBIOTEPHBIX aTaK B CETAX IEKTPOCBI3H

I[IpoBomHUT aHaIM3 BEIOMHEHHUS TpeGoBanwmii 3anmmenHocts CCCO ot HI
M KOMITBIOTEPHBIX aTak

HeoOxonuMele 3HaHUA

Mogenu yrpo3 nHMOpMAaEOHHOH 0€30I1aCHOCTH CETEM IEKTPOCBS3N

OCHOBHBIE PIH(bOpMaIII/IOHHHe TEXHOJIOTHH, HCIIONB3YCMBIC B CCTAX
3JICKTPOCBA3H

Ipusrmuns noctpoenus 3TKC

OCHOBHBIE XapaKTEPUCTUKH CIIOCO00B, cpecTB K cucTeM 3ammuTel CCCO ot
HJI ¥ KOMIIBIOTEPHBIX aTaKk

Ocnosrl MogenupoBanust 3TKC

Hpyrue
XapaKTEPUCTUKH

3.7.2. TpynoBas pyHKIHA

HauMeHoBaHue

IMpoucxokaeHue TpyAOBOH
byHKIH

Pa3pa60TKa TEXHOJIOTHYECKHUX ITPOICCCOB
IIPOH3BOJCTBA IPOrpaMMHBIX, IIPOTPAMMHO- v
OBEHb
alIapaTHLIX (B TOM YHCIIC KPUNTOIpa@HIECKHX) Kox | G/02.8 (H%Hyposeﬂb) g
B TEXHHYCCKHUX CPEACTB U CUCTEM 3aIIUTHI KBaJII/I(l)I/IKaHI/II/I
CCCD ot HJI, cpeacTs ai1s oucKa MpU3HAKOB
KOMIIBIOTCPHBIX aTaK B CETAX 3NIEKTPOCBA3N
Opurmman X 3auMCTBOBAHO U3
OpHTHHAJA
Kon PerucrpaunoHHbIH
OpHTHHama HOMEp
npogeccHoHaAIBHOTO
cTaHJapTa

Tpynosslie AeHCTBHS

[InanupoBaHUe TEXHOJIOTUYECKHX [IPOLIECCOB MPOM3BOACTBA IPOTPAMMHBIX,
[pOrpaMMHO-aNIIApaTHEIX (B TOM  4YHUCTIe Kpunrtorpauueckux) H
TeXHUYeCKHX cpeacts u cucteM 3amuThl CCCO ot HJI, cpeacts it noncka
IPU3HAKOB KOMIBIOTEPHBIX aTaK B CETAX IEKTPOCBI3H

Pa3paboTKa  TEXHONOTHYECKOH  JOKyMEHTaUW¥ Ha  [POH3BOJCTBO
TIPOrpPaMMHBIX, IpOrpaMMHO-aNIapaTHBIX (B TOM quce
KpUNTOrpadUIECKHX) H TEXHHYECKHX cpeAcTB u cucteM 3amutbl CCCO or
HJI, cpeacTs Jyis MOMCKAa IIPU3HAKOB KOMIILIOTEPHBIX aTak B CETAX
SIIEKTPOCBSI3U

PaspaboTka CHCTEMBI MOHHTOPHHIA TEXHOJIOTHYECKHX  IPOLIECCOB
TIPOM3BOJCTBA NPOrPAMMHBIX, MPOrPaAMMHO-ANNAPaTHBIX (B TOM 4HCIE
KpunTorpaguYecKnx) U TEXHAYSCKHUX cpeAcTB u cucteM 3ammutbl CCCI ot
HJI, cpencte s IIOACKAa IIPH3HAKOB KOMIBIOTEPHBIX aTaKk B CETAX
9JICKTPOCBSI3H

Heo6xonuMble yMeHUs

IpoBoauTh aHAMW3 U BBIOOP COCTaBa, XapaKTEPUCTHK TEXHOJIOIHYCCKHMX
TPOIIECCOB MPOU3BOACTBA IIPOIPAMMHEIX, IPOTPAMMHO-ANNApaTHEIX (B TOM
ypcie KPUITOrpapu4eckux) M TEXHHYECKHX CPEICTB U CHCTEM 3alllUThI
CCCD ot HJI, cpeacts Juisd IOUCKA IPU3HAKOB KOMITBIOTEPHBIX aTakK B CETAX
SJIEKTPOCBSI3H
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®opMHpOBaTh TEXHONOTHYECKYIO JOKYMCHTAlMIO HA IPOH3BOACTBO
HpOrpaMMHBIX, IIpOrpaMMHO-aNIIapaTHEIX (B TOM qucie
KpUOTOrpahMIecKux) H TEXHMIECKHX CPSACTB M CHCTEM 3alIATHI CCC3 ot
HJI, cpencts mifi MOHCKA NPH3HAKOB KOMIBIOTCPHBIX aTak B CETAX
JIIEKTPOCBA3H

BemonHATH ~ aHaaM3 H ODOCHOBaHME  CHCTEMBI ~ MOHHMTODHHIA
TEXHOJIOTHYECKHX IPOIIECCOB MPOHM3BOJCTBA IPOrPAMMHBIX, IPOrPaMMHO-
aNMapaTHBIX (B TOM YHCIE KPHITOrpaQu4ecKux) H TEXHHYECKUX CPEJICTB 1
cucreM 3amutel CCCD or HJI, cpeacts maud NOMCKAa NPH3HAKOB
KOMITBIOTEPHBIX aTaK B CETAX 3JIEKTPOCBSI3H

BpiOMpaTe  HOMEHKJIATypy M XapakTepHCTHKH  TEXHOJIOIHYECKOro
000pyI0BaHHs

Heo6xoauMeIe 3HaHUS

TpeGoBanust K TOKA3aTelaM KayecTBa MPOrpaMMHBIX, [POrPaMMHO-
aNnapaTHBIX (B TOM YHCIIE KPHITOrpaQu4ecKuX) H TeXHUIECKUX CPECTB U
cuctem 3ammtel CCCD or HJ, cpeacts mid MOMCKAa IPH3HAKOB
KOMIIBIOTEPHBIX aTakK B CETAX 3JICKTPOCBSI3N

JeMeHTHAas JIEKTPOHHAs 6a3a IPOU3BOACTBA IPOrPaMMHBIX, NPOrPaMMHO-
aNIapaTHBIX (B TOM 4YMClIe KPHITOrpaduYeCcKuX) H TEXHHYECKUX CPENCTB U
cucreM 3anmtel CCCO or HJ, cpeacts id MOUCKa IIPU3HAKOB
KOMIIBIOTEPHBIX aTaK B CETAX JIEKTPOCBSI3H

MeTo10JI0THsl MCTIBITAHHIT IPOrPaMMHBIX, IPOrPaMMHO-AINApaTHhIX (B TOM
ypciae Kpuntorpaduyeckux) M TEXHAYECKMX CPEACTB M CHCTEM 3allUThI
CCC9 ot HJI, cpeicTB A NOHCKA NPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX
3JIEKTPOCBSA3H

[IpyHIMOBI  TIOCTPOCHHS CHCTEMbl ~MOHHTOPHHTAa  TEXHOJIOTHYECKHUX
IIPOLIECCOB IPOHM3BOACTBA [POrPaMMHEIX, IIPOTPAMMHO-AINAPATHEIX (B TOM
qpcie KpUnTorpaduuecKux) M TEXHHYECKHX CPEACTB H CHCTEM 3alUMTHI
CCCD ot H]I, cpeACTB A1 IIOHCKA NPU3HAKOB KOMIBIOTEPHBIX aTaK B CETAX
HIIEKTPOCBA3H

HopMmaTHBHBIE NpaBoBbIC aKThl B 007acTH CBs3M, HHQOpPMATH3AUMM M
3aIMUTH MHQOPMAIMU

HarroHanbHble, MEXTOCYAApPCTBEHHBIE M MEXIyHApOAHBIC CTaHIapThl B
0671aCTH CPE/ICTB ¥ CHCTEM 3alUTHI ceTel dnexTpocsssu ot HII, cpencts as
TOMCKa IPH3HAKOB KOMITBIOTEPHBIX aTakK B CETAX MICKTPOCBA3H

HopMaTHBHBIE TIpaBOBBIE aKThl IO OPraHMW3allMi MPOU3BOJCTBA TOBAapOB M
yeayr B coepe 3ammurel CCCO ot HJI, cpeicTs 1A NOUCKA NMPHU3HAKOB
KOMIIBIOTEPHEBIX aTak B CETAX JJIEKTPOCBI3H

PykoBoismie M~ METOOMYECKHE  JOKYMEHTBI  YIOJTHOMOYCHHBIX
denepaibHBIX OPraHOB HCTIOMHATEBHON BIACTH IO 3alATe uHGOpMALUH U
6e30MaCHOCTH KPUTHIECKOH HHOPMAIMOHHOH HHGPACTPYKTYPhI

Hpyrue

XapaKTCPUCTHUKH

IV. CBeaenust 06 opranu3auusx — pa3paboTynkax npogeccHOHaNLHOro CTaHAaPTa

4.1. OTBeTCTBEHHAs OPraHu3aNHA-pazpaboTIHK

Accoumanys 3amuTel kHGopMmanyh, ropog Mocksa

Ilpe3suaent

Jlocs Bnagumup IaBnoBu4
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4.2. HanmMeHOBaHMS OpraHu3annii-pa3padoTHHKOB

AHO JITIO nentp nopsiienns kpamupuxamun «AHMCy, ropox Mocksa

Accolaliis IpeIpUATHi KOMIBIOTEPHBIX H HHPOPMAIMOHHBIX TEXHONOTHI, ropox Mocksa
®I'BY «BHUU tpyna» Muntpyna Poccun, ropoa Mocksa

®YMO B cucteMe Boicuiero obpasosanust o YI'CHIT «Madopmannonnas 6e30macHOCTbY, FTOPOX
Mocksa

BN =

! O6wepoccuiickuii KnaccupUKaTOp 3aHATHH.

2 O6mepoccuiickuii K1accHPUKaTOp BHAOB IKOHOMUIECKOH JeATELHOCTH.

3 EquHblit KBaTA(UKALMOHHBIA CIIPABOYHUK JOJDKHOCTEH pykoBoAUTENEH, CIENUATUCTOB 1 IPYTUX CITyKallKX.

4 O6uepoccHiickuil Knaccu(pukatop npodeccnii paGounx, JODKHOCTEH CITYKAIMX U TApUPHBIX paspasIoB.

5 O6mepoccHiiCKHii KIacCHPUKATOP CENHMATLHOCTEH 10 06pa3oBaHHIo.

6 3akon Poccuiickoii @enepamuu ot 21 mona 1993 r. Ne 5485-1 «O rocynapcteenHol taiiHe» (Poccuiickas rasera, 1993,
21 centa6ps; CoGpanne 3akoHoaaTenscTBa Poccuiickoit @exepanuy, 1997, Ne 41, c1. 4673; 2022, Ne 32, ct. 5809).

7 O6mepoccuiickuii KaccuUKaTop crenuanbHOCTeH BhICIIeH HayqHOH KBaIM(pHKALIH.




